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CjI^Iu) J__b 4^_L_it ^Ali_!t i Saula I g Lu <j*a jjil jc- .Aaa JjA2u_»il pLL ^ U__.l jj I aLa 

liiA J 4_ai*j Lf i<- _;4ll plxl\ ujb±^-i) jA J ^ ji^jj jl uj^jVLa (J-jjJj Lat <U_Aj OauJ 4iyj1j4 

Jjj$j I44J AlMjll JSU <> f^jlel ujjlL &411 *4jt 4*08 C5^J- VI UjjIjJ ^4 ±auV JjJ 
U jjljJj Ljjul— la ^2 'La VI jjiajj 4_Laj AaajIxH) LjjMsLUj l$-b f-aVt ^4Aj <jV liH LUjJ 

.aL_JI ljjL_) 

jA j *LL_y[ 8 ^1 j_i ^JLu j Aj1aj_I eLoJt ^La ^jjlc-jUl <Ub "h*-"" »| £y» ajjlAIU 
4-uiij4 l|^ual| 4j*-*U> £*\jlut p ,4ju 4jS JajlSLi ljC-jj ^U) o^L-qIVI ^ c>alLi 
yljVi -UuJi flc U3I JjS fjJI 14A Jl» ^ &4st j ^^LaJI £jjUa ^LuallVI 

JjPj _ya jJa\* a M jl <j^L_£__VI aJ a i dJ Up Al^l&V j_Atia AiLJa) ^jj jL\ \ g * jSj j 
Lai ^Ic- I a.n' JS sj^ Jjjlaj jjlL ^ LaJt ^1 AiLial Jala CjbjJalll ^ lj)jj^Lu_1I 

U^iJaj Ajjluddl «U4_JI ^ AjJA S^t ^-22 4>«*J 

j_1 Jill <i£__S j_S Ja> ^ (lu) j j yfr diaall UJjuj AjujVI lj! jluil) J^U AjUjuU JS 

jt ujL-jjj£j lillutljJ 42 jl AjUiLaJl ^ till jj£ ^HaJ) 4 _ r & J^aJI j!>Lk ^ ^jU 

(j-a JIaj ^)Xu ljLujjSj <UlkH ^ULtP CjLaJib. ^Jkili 4j,'t a 4__u^uj-a ^Aj TAFE uLUI ^ ^Lj 

pjjjuS ^ilUil ^ j AjuiL>11 ^Jlill jl (IiUU dJV JajlSI Ul U4uj CjI jlyi Aj!^U 

LaJUaj Juiall 4;,Va^\l o SHaj jA j 4_L_u20 * J- 4 ^ <-_iLuJ) ia3 I LjW dJl^uu jjji^j 

^ ^jjIjjII (^p Ul .jjiajjj jajj iiSUAj a JjJ^ uiiUaj tillU^i ^^1^ JaC- J>ujj ajA (illUA 

Jjwp r j2 ^ L&iV liUa UKi ^jSjiii ujS2 ^Uj jOU) Ul ois LfH 

t> CjJ^ J^l Jj^l 5^ *UJi* V. ^1>2 (ijjxaj i^laj J%u» ^ ill ^Uiil 4> J4j 

.jUaJI j S^L1\ (J }& (jjSxjZ <u!jl2 *ULv » * (jj&j * au^UUfl J*ia£) jjiajjC- 

^AUaII ^hnnnil ^fr ajUfr LoJtLU ^> ^Li^i Cj|j,iaJl Jljjluil ^ Uj j*j UlUa* 

aliLuiVI aMJ^ (Ajajjjj gAlla ^1 u^Iaj-a Jt""jl V) o^>2aLv4 ljIa ^jj UAj Aj^jlaJl AjaIxSI 
.Aj ^3 jl 4&112I) ^1 jilVt a >*P (^j! 4> j cASIMj guu ^)4^ij AjlaUJI ^AlUll 

#6 jjjaJ| ^ALUJi Ly Ic Cjb^jlaJI ljjjJj ^fr U^JG^ Oi^^ a JjLuiVI" 

J-a£i jl v ; 'M"fcj AjUaL>J1 Jjfi cj|jl<-u3 AjuiIjJ *LLujJ5 >**-J Aj^jtiHI AI^jaI) (ja p\±u 
AjU Alut22 j-^c- (^i ^jjLjj7 jA MwuflL aSa\ t Cjl^lut Jjjua Ajx^LvII AlmljJ ' -JUalj 

JiaJt u^J>ii aJj±aJt O^jH c>50% i>j2j Jj^l LjL>Lu^t o-jJj lajkaoll ajljj* 

CjlS^i ^jjjSj ^> ^lla ^IL^Ud aJj^ UjIJjIu) ^jj ljUIoxII a^J ' ijtKttl* 

US Jal AjjjP LJl^^ji U jSbu A^LLal ^jLj JbuVI Ajj^jII AaIaIH ^ A^alLa 

O-SjVt £aUjjS aAwl ^UjI AjjIIaI Jjuj Utjljal ^-9 u^all 

tluU Ujjl ^ JiJ A^ gdL Uw CjIjVjjII CjLw (i±iV1 Aja^J UISj ^4l! 

.jjjjjUU500 5^2009 r UJ ^U45Jt o- 

^ jlui^II jJjkjj »4jt4ai y^aji JUjIj Jj4U jUajSVI o^aJ ^ ^k^-Uj ^2J| CjljiaiJ) &a jjjS dUA 
.^Uualij I ftlAjJjj jlill jAlisua ^ jl > tta *) ^ALullui lift J£j ^bdl ^aIsJ) 
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.^jl2u_iiaj3 Jjb^ll t>j4>-\ (J- 4 J-obLUb fiU^btJl Ci\ j-3 j>uJl Djl-i^ ★ 



Simplified 
Windows Vlita 
lite ploy mem 



End -Point 
Security 
Management 



Configuratlcn 
Compliance 



Clleni 
Infrastructure 
Monitoring 



Adaptive 
Application 
Del ivory 




1 - Microsoft System Center Configuration Manager 2007 

Dj^IS duJbbll] dbtnJi dJ^^I ^ba. «U^Ll£^f ^J^JLCftSJi dj^l^ JjI j£ jualS 

JTji <u!aj1 jLt a jVyjm)\ j^^jS ji4^( jb^^i (Virtual 

2 - Microsoft System Center Data Protection Manager 2007 



o 



wj^Lub 4_4jLail ujbtJiJl djb^f ^Jb&Luj , CiB^ujjSuU f Uaj jS^-c CjLlIqX j_jJuj 
4ieuu l-jjuajlLi ^^2u dU^aJLiA ^jLab^j e&jjM tJUb Jb-4^ (End-tO-End) 

^ i)i<h ^^2l_J (9J ^tnj'ljJl j£jyul\ ^ic20 1 0 jlSjJ^l (jjMi (<tj Q(r^*i\l ^t-dbj-J 

^4 ^ jyjjlS jjba-a j»lJL?tILub iUj^uail drtJUll 4jl of ^j^t ^LbtSLdlS Jj ir<n"1b 



3 - Microsoft System Center Data Protection Manager 2007 
(Hard Disks) a a.^n ^i^mj (Raid)Ji cui^i ^ju^ c^^jium 

djvbtJt u n1*i1 u u< j"^ Vt 2-u*jJt_5 4jU%]I ftiajl ^) ^jMl tJA ptdi&lub^ 

. j^Ji_9j£^1 ^1 juu jr>al\S oj-j*-' iUl^l jaljL^l^V 



CjIS-ll"^ At^.n^W CjISLuoJJ C^^4u^j5jL4 jAjyui &j4>'\ C3ySs jj-aUj ^4 

System Engineers &) (U^ji ^ju^ ^jq^ cibu^ ©jb^ 

(Administrators 

(2007 & ci jjuu=>) 0 

****** ** 

^jlf uiliali tjlaj I4J iU^jlicii ^bl^iJt JU. J^a%lt Jjj ^ I^jIjOjI ^ V* ld\ 

t$uz}\ LaaimJ (jqjajtUi j J^btltu J-u-> ^A^^UjiJI^ ^l^^.jlt,! CiiSj^Jf Ju^ ^4 



O 



** *♦ ♦* 

Cib^Slil 4i3H?t4 £T$it Djljl ^ f^I^jJt ^jjJU Aj_£ju> 5^ ^ylail tO^J J^^aHt 

JM>- j_o j-o^l ^nrol j^l , djIj^I (^SHJ «uj£ jji AjjU; diMj-al^ ^uSLutJi 

JaUUi (System Center) fUa^ ^ j(j^>i 



SYSTEM C£NTEB SOLUTIONS: FROM DESKTOP TO DATA CENTER 




Applications 

Windows Applications Business Applications 



System Center 



Application Platform 

• Active Directory 



Dynimics 

Exchange 

Forefront 

Office 

ShacePo'mt 





Storage 

SCSI 

Fiber- Channel 



Disk to Disk 
to Tape (D2D2T) 




Virtualization 



(HyperV, ESX) 
' Applications 



Presentation 
Profile 



SOLUTIONS FOR DYNAMIC DATA CENTERS 



Server 
ConiDlWnce 



End-to- En a 
Monitoring 





** 

*♦ ♦* 

♦ IgJJl ^nj dJLA djl^t AJL»fi J(ja<j Uu4 CjbUjjl JLct_^^ ^^jJSJ^ft 

** ** 
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o- 



.MS System Center Servers 



o 



4- Microsoft System CenterVirtual Machine Manager 2007 

CjJ^^iM^jSUla pllaJJ (^jSjIt A iLti^sTJl dj^-^t jJJU, <^0l «**t^Wt jGju 

*uui«aii &>^¥t o-* 4JUc J** 

5- Microsoft System Center Capacity Planner 2007 . 

jj^laj LaolaJej JjvtjJ, ^ jitlotj , d^j^j^j5LaU 4&u* iaiaitd 

Citiuuiaj wJLJUa U-u.-»- iludl> C^j^ijiuU 4 oWil Jlc ajulall aSLuuJl 

^^j-ISU^I JUjOl 4_4JbtS ASu mtt Jbt4 (j^uis Jaju 4 fli t n*f 

Windows) ^SjUii 4kk2u ^ujl^^( Exchange Server 2007 ) 
SharePoint Services 3.0, and Office SharePoint Server 
System) zj&$w j£jU fUaj 3£>4 oujua ^ju ^ujl^ u^(2Q07 

.(Center Operations Manager 2007 

*Uj$ JbsJI cajit J Csl^ j^l pbl JjJbLu J,A"4l La^kault J^U 

6- Microsoft System Center Service Manager (Beta) . 

d <ujl2lu cii^i j^^j j>4 (IT help desk) ^\ ^aJi ^jl^j 
j»Uai jU»b ^ (Users) ^i^i ^ \^,..ib dnUixi jsuii^ oji^i 

7- Microsoft System Center Essentials 2007 . 
(jwju^I <ujMJ( ciij4V( jA>L ^ ^2u cll-v ) J j^jLwS5005 > aj^03( ( weJt 

^j-4u<b Jjl^Jt J^^l j*IPlMt djL^ ASLulJl OjljV ^LaJJl 

8- Microsoft System Center Mobile Device Manager 2008 . 
end 

jjUjit jjljU ouuj jjUj ^ux*^ <>pi>s jj^ptU (to-end 
d j^ju j^^j ^ai( i ( Windows Mobile 6. 1 ) ) JjU^ii cjUjl^ 
single pointy ^>auU JjL^ii ^^^i djl>i^ Jj^i 

.access of LOB applications 

9- Microsoft Application Virtualization 4.5. 

<X£- jouj ^ybsTu <UUiej Ojljl^ &Uub ^l^ajl ^j^Ji ^UxJl JM> J-o gUJuitUt 
1 JJb 7Ujlu ,<Ula3ttl3l 0j4>V1 i(j*(oinT\ ^jUt Cii^LMlajll Jx. ^Ij-tL^I aJ^uij 
L^jjfloaLalli djbtj <Uix3tl3l j3juJ( Djljl Ja-iU J^h)( AjulSLal fiiaJJl 



Configuration Manager Microsoft System Center 
Microsoft System Center Operation ) j (-2007 
p»jja ^uyi ^dti (SCOM2007-2007* Manager 

Uwa ^aUajJt ^J^b Jt daUbt ITjt p( <UmLwI uiflfau^t 4a^Ub1 Citjl^a 

j^aj Jail 1 2 38 iV-sU r 9I jJu l£jo«JI u_ul jJt ^ Tt-xxj 

NetworkSet 



o 






Layer 3 ,Layer 2 
Multi layer 




Layer 3 Switch 



|JA y 1 jj^tS JjjI CoS pfj aUc j ^HjjiJ <Gb 4n.nj li* jji&Jl 

ulLayer 2 ^^^i jj jS^ cii^at js aJ^ju ^JutjLayer 3 
t^bj ^^xJi i^lu VlansJi j^j ^Lbisiai <ukuu ij^Layer 3 <ujS 

Ja£ tfU-jlSLol (JJ AJiUiaaU LT u\ J^^^j ^ju-b^Il (J^S j^n 1 Jbajl 

RIP, OSPF ji» ^j^m ctfjS>5$jJi j>ijb>i^b oKimti Routing 
^liJt ^ cibe^i ju^I Mi^lf! t^i£ Voice Over IP 



rfmtttt Vj&S ^ Layer 3 jiLayer 2 jjuX\ \ j±\ 3 abat 

no switch port ^j^uuuI 



CISCO-3560 





Juniper-4200 



u5 dit j Multi Layer Switch ciUSj^ji ^ cJb dJUa i j^lj 

djuUJt d2ukJl J! J*u j3 aUliiil A2ukJl ^ JLd Cil2Lila Jj jlailb f>aj 

ciVjS^jjf ^j-j Load Balancing i^lj s ^ caUd&tJ <Ug 
£*\j ajSUa us jsjy* c>* J* HTTP/HTTPS ji» 

IP- 4jL> j§ jj^-^it jjS^jjj^it pjj ^jic iju1xj» dju^i jjji 4_jLf>- gusi^j 
JMv o- 4 sqjjjg $ ^jju»jj 141c cujbej Header 
j^sfj Protocol 2LjU 3 l-uSu (jilt ci^jS^jjjiJi f is ji jjl^ j^jlv 

u^jiaife ajbai j-« jjlxJi <3 Layer 3 cjUIj^jij cji jj^jJi 



jo-j Lua^i^^j Cituuj^aJl ddA t jjLi CjU^IIL>^1 ^1 J Dill (JLA ^ ^Lal 

Multi Layer Switch 



Layer 2 Switch 

s^y* lajjj f»j^j ^ilij Data Link Layer ji *?hW jk. j*aJ( j^i 

Mac UjIj jtUj US jl l^J SLxjUJ^iiJl o 1 ^* 11 CH» l^iiutu 

(*^i3 cii^M ij\ 4£**£t ija 2ujIjJi ^ttjiait ^ *GjS^ Address 
j Mi- ^ ^ j^tJi ojS End Device Jt ji s^Sri jjj i^.j^Uj p^oj 

^jix. i l<n Vt (b7 ^3 ijUb^Jt 4-Jl Lai n a 4-ubJl SCLdall tj^-i j-J^JjlgJl 

i^xJk jujju (j,!)^ Mac address table 4^l> Table ( i! 
^SujUJiCii^jJi jiLayer 3 t^Cy* ^^^^ j bu^i Sj^^u i^jbt^ 

l^MO j^: 4Jjju_4 j»bu^i JJ AjIc JL^Uil ^jfn?" itblSLdt L^ji 43tj^»§ 

iSu toU jS\ f-\S\^ AjU> Ubjj J-j (J-ojj LT Ul3 VlanJf 4jl«sL> wl t( <b yaauli 

4JL> ^ aSmm jjjfji ^lubjxuJi _^tij 5 j-uj U-4 jitSl 2da»^U s-^^ j->l^ 

2Lbts^i juubj TelnetJi jMi. ^^^ji ^ jbaj^t ^ a^imti ^jju* 

JM> jjIlIj jluJI J.4.C ^ cljl 4-l3Ij-o ^-ulSLol J^ ^yjji ^jllbj^uJl 4_bljji 

SNMPjijjSj2ijj 



Juniper-3200 



o 




CISCO-2950 





D-link DGS-2208 



3ComBaseline 2024 



3Com 
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^is^ijb A-uj^ajbwjji NetworkSet 





ebay ^u^i dua 

i£9$il lajlj y& IdAj 

http : / / www. ebay. com / 
i iv< m ^s^tb j^iitJi wobjit j§ CC I E L 3 b «uus_i ^5 ^^11 1 jia jioi 

Ci\SUjM DJI^L jLCi ^ CCIE jVjl ijUu&l ^ SUliL4 

++ #+ 

0 i cjlu^I CCI E j (vaiiJi ljjAJi tluU oiSu^ ^ ja»j a^ji i^ik. 

dloiliii U S j$J»*2M ^-a-lj ^^11 ldL& jjSJ tJL^ jyj-t-t-U-uS iMMSj Ah JUJLjw <Uj*lt(M 
1 tVim I Jl) t5 >Iuj JSluu l^jj^l J Jl?cj JL2 bbu>l ^yjl^ d j^_i5Jl JjlSjJiib tUobJl 

a^^i j < JatfSfl £*\1a ^Lbu J^d Ja^i S j-4 Jai Jl J^b UUvi <u<a jU^I 

^-Lu» {J,\ JAjla jh$ju La-Luti wXTcj US AabLa djtkki (J jjLiu 0' -blSLob <bi J^^5 

jsb iJl* CCIE Lab ^i>Jb ^100$ ^ ^ 

Jx. Clljtjif £^1 ^4 jjIjlj 6 bdy £^>4 O* ^ JUJUuJl (j**>* jJl £ i^umU J-*J J 

http://search.suhuf.net.sa/digimag/19092004/elc38.htm 

i^jla ^jjUihju JjlSLuiJl j ^2u^id jLuL>lj jujbtj jMla3 ml JA i^jbdl Jl^uJl 
JM> Jbd^ U J53 ^JuLUt^ ffL^Li^Utj uujjJLUt^ <UuIjJl)I^ J^aJl J bell 

LOUI&I jLlL^I^ J^iaii^ JbtJJ t'tofl^ tCu5 ^LLjLoj uUDj JS iJlUjJj^l ^1^4 

dill ^Loi (*)[ Altai i,a 

SE 

.^jUULJ^^ jS\ JS^Li SbJjj L^dJl JL?6l^ 
cdJl (4^ju Jlsu J^aj ...aJLclII JUS^ jAl 0^3 
:^jLjl4 jjU jU1>^( gjUlffll +N J +A 0^ Ji^ 1 1>» ^'J^' 1 ' 0' ^3 

. CCNA>CCNP>CCIE .jjSfi 
O .MCP>MCSA>MCSE 

+* ** 

^jjLuil ^1 t^LUl Jl^tuJl ^ o ffi r U \jJti UjIj AjI ^yJLc cLt-LuJl AjjI (CiB^ujjiuU 
,j5 JLtl^ t4JJl &LL jl j-^b J.i film <t U^^ ^jJjl4-j-4 cL2li2l> j^jjLudl intJl j f Jta^l 

{«4jUJ ^SLloi J4-C JUj-J ^LL4 1 5 CLJL4 ^SlreJl ujbjLLUjIl JL>-i j CuS ^jjl jS jj 

(j53 JSluu Cuj^ L^jIJlcIj Cm£ Ju^tJl jSumj m d\ j^3j3 CAJi2j$*u 

jgVS u^lLxLl >>T^ il^t-Lui 4^ jjw A£ UUj Cj^^sx. C14 >Ij^l j %Ktfi a wJLl^ jtS 

a^.imti 2uU5eJ Firewall & jU jUl?.) ISA Server 

j fcyumlt 5^ ^ISj (^Jlualll ^jjouU Cupj^ft Cibrfliril CacllC £&$a 0j^*3 

\1&3 tl^L>l q\ r^Wtui\ U j^^jIjU JZj*.) V CuS ^ jS3 SdSLUt 
JjloI ^yjt dLS^LuojiljU CiUijdS M^j^i jl L _ 7 JLc jjjjii^ ^jjf ^njfi^v Ja^^ll 

^jbai j djbi ia^^r) IjllLu u^jb jui^i u 



••• 

1 







c^jju U IdA^ c^yi JS j t^jju 0' •"(j^*^' O*- 

JjSAj "IT J^j" bail oM" J^j 2^^JLi 



pM^I o ? tj^O 2LUUJI dUD ^ 2UaU JS 2u»ju (J bj^u US 

if 

5jLii/l l^jl ^jlclLcI i^lojUJI 4Jlolb tb j12l4 Ijl> 2lU1£ 5 jil oaib CulS ^yJl^ 
JSLiu Ci^lUall dJULl JL^ 2uU.yi ^ Jib IS 2LojLaJl 2l!lHt 0' 




jru^l 0^ d Jt^ O 5 ^ * J^ 1 J^Si ...^ 

dJULl "kju m (3 d->^jJi-4 4jj2L^9 4jj_Jbb^l 

dbtuaji u 7Rules Tips " 2bu^ jlci^ t| ^oj^kJi Q 

Jju! 

...2biWf JLct^nll Jx3 bu^a l4«Jbl :CiLoUl ^-4^ Io_ilj ^jJb tOA^ 

http://www.4shared.com/dir/MKXVX-YR/Engiish_Course.html 

Networkset 

U-tks />SJ) (J jlkj «Ll4 jjiSl JUUL J belli J^LlDI I JUb ^jla J b_o>-i ^JLua iUlJU 
: LJ UjtJi wUjJLlU ^.LLfljjJa LjliJLI J)i (O.Lx.l.U I jJ i (dlA JU^ si^^ LgjJ^jli 

Sj^b j^5t4 (^) Jajlo (j^ju i Emulation _» ^ jju /j/ifi 

^i^ir> j-4l tJL&3 JjljJ^j CllmjU^u/ JjIj^ jru^i) JjISLllu D^^^'i J**££J fl^ 

£_4( JjISj^uJI^ u_ujjQJl JL^Ijl4 ^ oJbej JL^^ Jaifclu La ^ ^ IJL> 1 nKaj 

tbjJLtl Jluj-> ^ l(jjlr wUjJuJb JJJ ^uuj <b'^ JjlS j^Jt Sj^i jLc 

. )pr\jn n J-lS jujl> ti^ui \J\ Suj^cD Jjb^ j^^j ^Ul 5 j^SJl JjlS j^Jt gLcJuub 
f^^jQj iUJLbej 2Lm^bj j-j ^yjLi ^3 <5lSbb4 Simulation _l JSjju /4jbLUl 

jjU j4Jw jjlc j eT 4wuuJi ^4ji r>gU xiSu Sjujl> Ll> jJ6j dJUi& j53 

(juts Sjbw ^Uoj ^ 4 Virtualization ji 2u^aij Ja jju 2Uba» dun a* 

I jjb ^^2ui )UJa duiUlt Jjlfiirol^il djl4>- Jlc ^-LlqaTu ^b j_s 

j-4 frj^. CPU ^dlall j-4 &jJ>»( djl^5U ^litil jj^jjl^Jl j-4 s-j\>r JL>b 23-<»b jJl 
jl^tii ^njn^Jl Jj4,?i"ti f^Usij ^-4b jJ! lAA ^ ^>4i 3 RAM S jSljJl 
ftUu *Vb_4 JJblSLob L _Jau 4jbjJu£it JUblS ia-uiaib idi) <l4jS^ dloC 

*bu dbSUj j^r jiiuS j! VMware ^b jj jjjia ^ jjij^ ^iSuj 

Mxfl Jlul ^Jbtlt DJL^ <,GNS ^4bjj ^Jjla j£ J**3J3 Ly^3 MJ : C>^S^3 
(^i) Jajuj & LuJ Mai ^Lbu dJbl ^Jl^l J bl ...jSJ J/ifl ^OijjbkJl ^ Cxijlh\ 
• 3>^b jjuuj-uj Ljb-bjti JJb (j^L>- LU^f < SiJG <i"i JLuS I jl (Jt\\\rt &JJb j^Li- 

if 

jl Jju Uaj.^>»>J db ^j^L> uJ^f &UuJ ^bbu dbl CJLi L4Ju£. ^bb JJjJLua jl ^jX-i 

...dbji j'U^i tfQ^il jl j^l dii J^i ^j jSJ Ijlv SlJI^ dlniSu ji Jl^jx. 
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CCNP t-im ^3mA\ ui :2dui j\ Sji^i 

Ml 

Cisco Certified Network Professional 

J^-J fn ^^k. J-4JtJl j Jfi jJbto nr>j Cidl IJI^j^ 

6 0- 4 (Jtau u_ul jjl <UJ JUPeJ^o, )Cil CsUuj>w( 

•* 

<J| J^j o^- 4 - 4 Lsoji JUj3 (^Ut d jjisft Cat ^ju4 ^-4 j Mi^4 JaVT 
4jw l£4 ^xuj Jbj Jail 1 8 d_ulj jn^m ui^cl ^ Jail 1 2 

CCNP 

4jl4 i£±£aMt Jbj Ja)ll8 cLulj jfi> m J3jX.i <Jajll2 (J| O^ 4 - 4 Lbjl 

.CjI>lw8 0- 4 juSI 5 jv>5 CCNP 

CCIE dtimi L5>uuit ui 
ioa ^sij 4 j^ji ,j <f<.M.« "Cisco Certified Network Expert " 

...dU4 JLau ^b di*^ Csl>u« &5&lb lAU4JL> JU( Uuki> A r>*al 

,qU uhU 4Ut^ 

(jj jj^u 0^ <* '^'"J JH-"' CUjI tJLA Jtfl-a J-i3j 

$55 20o^l o-*j ^jlu u^j *S 

# 5u^UaJl 43^1 j *LaUl Jl # 

! : : A^jbtJi dju& j oi 1 jiG 
...""7 Rules Tips ^>aUtti 2uui ^jjS 

CCNA>CCNP rjs^ j/sfi jUit 
MCP>MCSA>MCSE ^^^sju ^bji jM» 



JS oaf ^Uii j! <uia ^,^5 jUIi tj^j ljut Jjti ol g^alJ Ul 

iduz\&°£\ 4J^J ^ylc Ja^JjU 4il US iAl^LG.^ dLU3j£$ *Glj_L3_4 dJ jLuu) 

JLC ClJLa>- 0! C^^u^^SbU JjUjjjS Juiiikl 4uLLpel\ ^Jlb ^ j 

l^jk^ UU3 ^.uSjtJl Jlc Igjt >"ihni"^li (JUl^l Jib 2u J jtniU ^ Ul t jSyty »■ 

ji US t3y j J^c tfUa iJbcj ^ Ct^j^^^2LiU jJLc Jir>1 ^ ji ij^A 

Ijjijj JLoj Mi^ til l2t3LQ bl-L^I J^"'J tKj <■ dB^xu^jiuU ^jSU t J^t jSyiiLj "' 

U-u 4jIjT i^lu ijlobl JSl^ I JL^ ^ t^&A (j^ajJl JaUisj JLn^ 2QjLj j^jU-a j^^l 

i^^ll aJJl^ ^yJLLaib ilblc^ wiLuu^b JL>» ^i^jj^ ^Ijjl p g& / 

^jL> ^JLlj db< (oJLcl I^JLlC^ 5jL^j_luI (jjl^j j.^.^A-"ti ^ ^ 0-**^^ 

CCNA ^JJUjjSb 0 ofiuLULLti 

Cisco Certified Network Associate 

6Us>L> Jj12iJL>- CiUjjSllt dj^J Qj)^" rrf U2uut US j 
jy^fl oj)"fM U J!Uj . . .(«5ljjUu Jbbd wJUa o- 4 C>tJj4^ CCNA ^ 




? ^ju liU j RFC Ji 

♦♦ ♦♦ 



2U££j JJbcJ Cii fljJu^aJ Sjlc RFC -U ? -let! JS JLlc J^jv^it u omU 0^ j^JJ' (j^uuj 

jviUii jbjbu j jjSln jp c uai sui^j sum^ jJi cjb&&» ^ : Standard 

Jl JiL« CujJu^t J§ Jaju (jUl JjbS ^JUiilj 

RFC 768 UDP, RFC 791 IP", RFC 1034 DNS 

Jnformational 

,RFC 1 1 86 MD4 Message Digest Algorithm 
RFC 1375 Suggestion for NewClassesof IP Addresses 

IP j 2lxIHI ClaSS Jl JJL£. S^bj J> Jaj^j CulS j l^lc Cif j3 ^1 dibti 5 ^ JL>I jAj) 

(^yiJ^t 0-4 (j^/jUJl J^JtJl !j4ULuflj 0^S lIcuII I jjuldtj V4 

ij^j ojj^MI f>oj ajjjj^ ouijjS 1 hj'un'W ija juu -.Experimental 
RFC 1339 Remote Mail Checking Protocol 1^ ja* 

^ydi : Best current practice 

Standard 

^3^3-4 ^Ijji ,<u t^l ^l^RFC 2026 l^jlr JH4 2uUt U4 jjsSl 2ujbl 

jl cuj-uki j f>,wim" jlju ^ ^ (jUt 2ujj^h Cibt&i ^jjlu 1^ : Historic 

SNMP Jl j li^ 14^: C^JbM ^1 2014171 o^»i J^l jtJU^ J 

44 

RFC 1189 Common Manage- ^ jJi ^oii CMIP joS^j-i 

ment Information Services 
& 0^1 o^u i^^jjtJ^ii i^lv 2ujj^ji dibej^i 1 hj'i.rtti 1^ Qo.nn : Unknown 



^j£-^2>^a ibJLjLa jj^Uj IlJU JauSj RFC Ji c5jk^- d JU- U UjU Jlj^ 

44 ** ** ** " 

Ci\5LuiJl 2-jjb j jt^II diJbJl Ij^i ^jj_xJl jit frLlci Jl Jaj^j ^aJl j»4^Jl 1A4J 

? RFC ji 

cibui awiui(-ftj Request for comments git-n^tt i j^i u n_i?nJ) 

44 »» 4* 

Internet Engineer- ^ ajjj 2ui^u j^B* o^» Sua^ 

44 

suae 5»i>4^ Cibul 2uiWi Ja^^ IETF ing Task Force 

j^uiiJ ^,111 2utV&l j CujajVl J^lc JjbS jymhli 
JSlii'ujj ^ a 2lL*iUi Q*ii> ft gjjgfell j i I j " j j ^4$ll dj4>l &Uic^ u^Jll^I ^-lTu 

(*3>4 

9 RFC ji ^,U5 

SuSbj-alfl dib^fi ^JjUiuj JL>I JjS O- 4 1 969 f k; JjSf U j^li Cibti^l fidA Ciljb 
Cu jO^ft j-ob oJAUIwj ^ £j>l1I I JLt j^SI ^ jjutU^ ARPANET ^JGj 

j^afl ^jjD JUJI iajl jJi JL^ 

i,^,'u,>> 0 j ui \ 1 Host Software u^u oUuj7 ^ \jaj&&&&e* jjl j^jj 
RFC3 j iajlsu M^^* Lbj^iuJis a^b- 0-* Steve Crocker 

4* 

^ j&jjla u jjUu/Ui ^js^j 
Networking Work Group 

1 ftiaj A Ji^»>J O^U UijjiuilS 2Lsl4L>« O- 4 ^sL>^ 4_uiiaJt Qb»!ifl I^JLju JljHUj 

Interface Message dULul 0- 4 Ji' ^is ARPANET 

Processors 
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NETWORKS I 



® 



4Udit)U IkatAli g^l^Uj 





r 



,j_4 1^.'(Sl4J jj^slituii^l ^jiaJLJ ^SU^ £_£ub$ll JLc JLcLuJ g_4bj_i >^>J 

l jS3 GNS3 g-*u j%j fiU-ui OLIVE 334^*^ ^jSbw j^x. 

jlc 1 jui j^ju («j djui jl> ^ ^ >*JW it^m o^i GNS3 s^Ej 4jLxj\sl*1 

S 

http://www.networkset.net/2010/02/17/olive-juniper/ 
http://www.mediafire.com/7jjt2jmtwwij 

jv-U 2Uu(j Jj l^j ^-uajl tjr^'i SjUixll I jil^ wuSU I ^^ulj JL>. $J US 

ujUSU 5 j3*> Junos for dummies 




Junos Cookbook ^uSi 



fi \i *V .,,,7;, 



•itr'ittttin*n 



o 



JUNOS 

Cookbook 



O'REILLY 




.till if titrnlt 



Juniper Networks Reference Guide Junos ujtfSg 




jy-Li^?* gjkb_4 iUiilj-i^ «Hj flj^t uQj^jij j^i- 3 j La- j» ^jJl dJL^) ^yJu^Ju 

s >>m 2u/ijjj) j^La^ jia^L2»lfu 

CiIa^j jui JS ^Lb^b SjL^i JSb 2u-=>bJ! -OSJl J^uiu iJl* j JS^u 2UUISJt 

A&jJL* «l)M> ^iialuAJ ^yXJjJttJ ^)btJ-4l j jJLc Jj^ diabj_Jl iUU. ^ 4j QjWt 

jk. aji Fast Track <uic r.ntui j^h^ ^bdi ^aJbOJi 
http;//www.juniper.net/fasttrack/ 



Existing Fast TracK Program Participants 



The new Junos Secirity Ceftificdbon Track t; irve wth the addtion 01 the Associate (JNCIA- Jurvos) Certitfcatton Urtes-s you 
efteady hold a JNOA-ER or JNOA-MS-ER c«ftiiK«t»on. 'JNClA-Juros « the pre-requ««e to the JNOS-SEC exam. Learn more 

Download archived JNOS-CS Study Resources Study Guide PDF . Lab Diagrams PDF, Lab Gude PDF 

ir you were registered on the oM portal, we have mgrated your information. Sign n wth your existng user D and password. 



ENTERPRISE ROUTING 
CERTIFICATION TRACK 

.v,-..-..:i.iir < uiiiA rp.i V 

Ceititicition Steps: 

1 . Take the Junos as a Second 
Language ecearmrg course 

2. Review Study Resources 0 

3 Take the pre-assessmert exam 0 

4 TakethelveexamataPromdfic 
testing center 0 

Speci.tlir.t (JIICIS-ERl ^ 
Ceititicition Steps: 

1 . Take the Junos as a Second 
Language eUammg course 

2 Rcvicav Sludy Resources Q 

3. Take the pre-assessmert exam 0 

4 . Take the Ive exam at a P/ometnc 
testing center Q 



ENTERPRISE SWITCHING 
CERTIFICATION TRACK 

Associate (JJICIA-EX) ^ 
Cettilicjtioii Steps: 

1 Take the Junos as a Swtctmg 
Language eLearnmg course 

2 Review Study Resources Q 

3 Take the pre-assessmert exam 0 

4. Take the Irve exam at a Prometric 
tejtjr»3 certer Q 



JUNOS SECURITY TRACK 

Assoc Ute (JIICIA- Junos) ^ 

Ceititicition stepe: 

" pte-ie<M*rte toi JIICIS-SEC 

exam 

1 Take the Networking 

Fundamentals eLearnincj course 

2. Review Study Resources 0 

3 Take the pre-assessmert exam Q 

4 Take the ive exam at a Prometric 
testing center 0 



Specialist ( JNCISSEC) 
Cert ritc.it ion Steps: 

1 . Take the Junos as a Security 
Language eLearrtng course 

2. Review Study Resources 0 

3 Take the pre-assessmert exam Q 

4 Take the Ive exam at a Pr cmetr«c 
testnq center Q 
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Securityjb j%>%\3 Switchjb j*m 3 Router 
Associate fjo.ua jy^rt ^jjj jo^ul* ^jlxa jy^» j^»uji j 

4 diLui JS Cxstj 5u^>Mo Uiajl ^Imtj Specialist ^^aliw SllilUIj 

lAjlag <\juait4 CiLsJ 5 Jbu ^b SjU. ^j^^ gLLcrjl SjI^uD JuloJ b ul> j jJu 1 - 

r*r uaieJi J JLc J JLLL^^j ^yLJj-rej ^jbtLdiS - 

Prometric JM^ |>* ^ j^j oi^i^srt J»J4 ~ 

s^JbJij ^yjbil J^aLxJI aji fr^yiuJl ^j^ilj Uulaj Ubb45 5 jaib-o j%juj^. ^jJU^j 

(^) jjisLiiJb 2ujj^ abta j j! NetworkSet 




Juniper Networks 
Reference Guide 

JUNOS' Routing. Cqnfigurmidn. and Architeciure 
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Cloud Computing 




II 



D 
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: XaaS (cloud services delivery models) *^u*ju 
Infrastructure as a Service IaaS 
Platform as a Service PaaS 
Software as a Service SaaS 

X f^$J JS JLc ^J'".* JSauJ JSjJUU U _9^J 

Infrastructure as a Service (IaaS) 




lifcj ml lJL2b a tiuj ^ &^UjdJ JjULu j£lj-4 j jULc^ dLjSu m uIiUjlOj j^ojl 

Virtualization ji 4^3 
c5 jlji ^ i j^i ^ o ijUi ^^o- 4 AMAZON EC2 ju** 3 

js>~\ £ jj^aJ JiJJ j£ J DJLjJLc CjUjJL>- ^ 4_jiubljJ^l Jjirfn falsi ^9-^ 

. On Demand Computings jl^ 
Platform as a Service (PaaS) 

Web 

^ 4_^kG jj^ji j Mi. Based Applications 

. standard 



cloud computing ^u\^\ <u^ji 2ll^u ciU^bai l^^LiSLi 

!jiuLi 4_jl3 Jqjjjlj *<C ^Jbu ^1 Ig-ic faJbu ^ ^j_4 ^j^uLa 4jssjJ_JI Cj^L>- 5 
5 d& 55tj Jjj jJsaJl 4jlJU j .*U.j»j q\ laAtaj JSLau J^bc-uu jj jJaHJl I jib 3 ^aJtJl 

<UL4I a„yiuJl 

^ CjUjJu^I 4£_uii £-LuaU CujJLj^Lj 4kaj ag ^1 L^c^jiu 45 j-a< dJLxA Jbu pi 

CjIS jtnW AhM-tA CiUjL*. j^^U Laj mjjl I Jib J Sj5L9 CjcL> LxA 

JLc JjlSj-aJi JUSJb^ f«JUJl JLc 4£j^i t^jjJu 

^SjjmJLi LlL>1j JjLdJL^Jl diij j^a^U faJLuu (jlS 4 <vVi^> 4-JLa £}Ll4 jri£jJ 

a£ joiJi CulS Miu^ 

total cost of ownership TCO* . 

CjlSjaiJJ £ J 1 Jala 3 4\nJLoba CjUjL> j>^JM 4_Ui)_^?sJl ^jl 

^jUoitSl jJa_^s J_a 4-4 JlHl 4_4jJeJi ^_uu_>. 3 l-JIaII L-ioiJ> ^jJi J^Su 3 CujJU^I 

cloud service provider 4jub^i ^aisH ^u^j ^jJi j ooa 

**ROI return of investments j Jwj u« 

private,public, hybrid ^ jis^ii 3 ^ cloud 
, networks , hardware a^^m y\ ^ u i^mhi cloud 
^M^xJj jSUj software ^services .storage units 

4j 5> 4 ^ & J j-uuJi 4_t£ j > T uttiw scability SjjS 
j^>u 4-djJeJi ^jhimj pij^i j flexibility 

4^tiuai ^ui 4ii j^a 4-4jl^j u ( metered) tracked 



CiL^uiJu sluj^ 20*4 jj? NetworkSet 
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tj^ku A^jii-^ ^ui^iiij £^i>4 0^1, ,,3 WEB 3.0 LUim J-^ji 4j<mi 

4umSj Ju r^jlr , Jbtil <jg J^bdl ^jjtJi LuLu£J tljUaj 4x, j^saj jjjJaUl iJL^ ^^^jt 

SAN 

Ski^ jHai citSj^Ji c>^5 rings' i > nrnni ^uS-lj j ^- ^j^jj^j 4 
Virtualiza- a j ;?n a^ijju ♦u^* 2 * 1 ^ 4/1*11 EMC as 4^2311 
u-da ajabb^b jbat iJla jj^Lvj^ vmware as <ud£s u a^i^ 3 tion 

4_4JbeJl (^j^ ^1 4-4.12L4 J jJL> a^itjJU (Q^jlr 5 ul£ $w$^jla (jj* hyp G T V 4jJufto3 

as jJl ^jjt Azure a *■ ji* ^jL4jl> ^jjloj 'j^j^^ - j l?-* 3 * ^ (jtnft ii 

* Mas f* 1 ^ tti 

fre jjl^Jt lAP Jp^> ' «.W frdfr^ (jr*^ gdLH^ 3 (j 

jo*** cits ju^Jt j-«20% oj)^j(«2015 pic jajb&s 

Alanj jjlaj JUl j Cloud Jt ^ CiUUJt < Qjuia a Km a . m» oU^slt 

message lab as^ jk, dujU^ as jA ^^la 

f. 

Cloud Computing For Dummies - Robin Bloor & Judith Hurwi 
# ISBN-13: 978-0470484708 

Roger Jennings "Cloud Computing with the Windows Azure 
Platform" 

Wrox | English | 2009-10-05 | ISBNt 0470506385 
Intro to the Windows Azure Platform 

http: //bit. ly/aafTRm 

The Future of Cloud Computing with Business Productivity 
Online Standard Suite 

http: //bit ly/9vylgT 

A Beginners Guide to Building the Foundation for a Cloud 
Computing Infrastructure 

http://bitly/aODUE6 

The Azure Services Training Kit 

http : //bitly/91fxyL 

Total cost of ownership TCO* 

jLk \£ j 1m" ^Jus J-xitJ , 4*<j^4 4jlUU jl 4JuuLa 4-4 ^.L>» ^J^tU^ 4ulU>.Vl rthKlti 
^uu 1JL^ 41 4jjU^ j v ijj Jail iSj&M L-ulj-i Jaiij^ ^Uo&j j JdU 

J jjaj ( jJ j^jj Jolt 1 2 4juiilt j ^ailS-j JL2 <US3 5 j^jj Jaib J He d j^i 

|JLx ft jjjS 4j TOC Jl 4Ji£ 

return of investments ROI** 

j^lnj U-d j^tSl (^i^ibbft L«j^c j Jiik^t o^S UiS l^iajfcju ^3 UAS 



ja^b 

ajbeiit 4-xjjjdt ciijU^b 4_^jjjaii j ^btiJ CBTME as ^ j^ju 



Software as a service (SaaS) 
Application *\ ASP lj aojb^ji A^oiJi p>di »aA j ^ 

Service Provider 



Era of SaaS and Web 2.0 



Data Integration 




qQapatar 



it's easier than you think 



c&u 3 jm\ jo^ CRM *:>u*ii 

salesforce.com jUi&t 

J J 4JLc Jb-4 J J^jjt (J^J 

aOjJLc ti>>! ^jUli Jl> 47tj n*tell 

,FaceBook jia uu^ i^^jju 
^ Skype ,eBay 

4^l^t JajJI CilhJU JjLu s \ JajJI j^i j i^bblJ 4JL>ld)1 4fLuiJ< ^ 
ASP Jf o- 4 j^uiai $ o^ 4 ^* '^^ f"^ ^ td^ ^ U>4^ 

U j^J VPN Jt jj£ t !iU*J( CiUUj 4jU5e) (CtfSUjLx J^IOj \A j^>u 

Communication as a service (CaaS) 
□Ua> j Outsourcing ju^lu tuaiJi &a J^**i( > t <tUj 3 
jjUjl^ j real time presence, VOIP cjUjl^ j^>3 Mx*^ , cjVUuI 

3 j^jil Jju 4-4JL?aJl ug^lffi 4 a^Uul ^ dj^Soll QoS Jt ^4 (Jjliaj 4-4 JL> 

js^zu i^jbi service level agreements SLAj^t 

JjJl> ^joJt iJbSi Jlc ^j^4i ^>5Uj . J T f-4JtJt IT Jl ^ Jnlm a 

* jfrmjifi aSj^ ^ WE BEX 



o 



0a 

Mobile Employee 
Working on 
So ft phone 



Wi-Ror 
Mobile Broadband 



Hosted PBX 




Internet 





DSL or 






Cable Internet 






Server 



Home Worker 
Uiing on IP Phone 



High Speed 
Internet 




Brand Off kes 



Monitoring as a Service (MaaS) 

JjL»jJtj Jj Qi^tt CiLd^J A £_4 y^it »dU CiUboil a^lqjvj &Jk\jji CjLsJL>- jj^JJ 

Vulnerabilities » hn.^it lai^ ^sui ^uosvi 

. 4JbJuoJ 



(jjL^J lII^J ^HjhH i„5JJ ( JjLQjJi) 4S jjxlU 4Trtn-> J4->3 J j^t4 I j£^f 

Ly Lc 4ojbtiiJl 4_a«j5&Jt uJJLcU^^ ^ ,j 4jLjbstt<jJt 4-LLU^5tU jj^lj 

4-JL4 ^b-4 jr^^j J^ <>« 4_dUJi 4jji.^r^t 4_4j^l J Jsfcl J>^oJl j J^ullt 
CilS jjm! jS\ Ji»J 5 Ji4X. jj^oj CxSjJl jduib j j CjIS jjiJt Jk. d jruiS ^Q'TiiW 

. jS jJt aiubJi JjUjiitU oj^^it IT Jl 



cii2Lu£JL a^^ajb^jai NetworkSet 
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76% 



24% 



^Jyt wtt ^£ 4JuW? ^JLi W Gift ]S>u ^9^9 ^ >*S I J yd^Ti i&^* >fciJI lift £w£y*l £wLy Jdi&fie J 
f*£*y Jo^ 2$ Joju jUj) jl;U^ wdy) ^} La 9*^3 J*ai"2f D)U& ;>&d U^u^ <uj ^J* Uyw>Ud ^1 wu^d^U 

^0^) Jluy yy^yJ (if wy^alJI lift J <Uuj ^JU/i j^'L Lq^u h**$lt jlyWI f*JU/r ^2 

Id 15 J^l ' ^ft wJLbjl ^'U JI'^uJI lift L$ JL& I^^Uy i&^yy ^-^4' mILi ^9 ti) wu^Iil gyt*if ^lAluy) J^Ia ^j4 

ylidll 44 c)1 J* JI"5-JI lift ^ ylyUl ^ 44>SJ ^ giUuJ ^Jf 5 % 1 00 jtSfiff lift ^ ^JJ 

J*- — - ^ d n I7S 3 <UioA wu^ £<d.y» <J*Wi 4U>Lm JS £^aj °j u " - 7 Uy'ULWU 3*-- Jic <i oily 2 wl^JI ? 

l^ii jdif I jal^^l jfit) La ^0^9 <U^i 4j jby bdU^J ;^l ftift J 3*- — ■■• uU^i ^'1 ^JUu L*Lv Ll^ J*fiJ ^9 ^1 
3* — ■■• <£j*i ^ft >^'9 Jp f i; fin nf, I I if (-ifj^iff ^4 lijIjLUf 3*- yyJby -fi*-« s&W ^y^UL 3*- — • mUU^i J 

.m ji^ji lift ^ j^i ^r^jr oiii ^i^^i ^ <uu^^i ^ j«u ^ ^sri ^is>^j^ 

^1^1 »ift Jio ^l)$ ^4 >*Uf' ^ ^ L^^' J'W 
w(2jAft &ifti§ i^Liit ^4 iLu) <ui2JI J&j wu) ^3 4jU^F m^jx is ^1 i&i&i pjaJi ^41 

lift^ SUDj^klF j*£u j^j Ob^m ^Uic'^U ^Lj>ftU liSt ^suLi ^) J^by^^ ^^JM' ^^uuif J SdUwi ^ i^Iuil^O 




PassGuTae 

Make You Succeed To Pass IF Exams 




£bCfjd ^4 fjiJJAJf (ii^^i Jdjill &dUyi ^UdUl^ ;U wbOA U^ifr a "■ <U>^ J4 <l7 0* f > i^^JI 

<L«j£d <UIS^ jU>4 <U'I>S Ll>Ll <uJka700 ^ill$ mm2JI DdUyiJI dift ^UUS d^(>U ddUyiJI dift J 64&Lm4 

JI5-JI ^ ^Ul OJJ djU^JI diftJ M' ^U^Ji^l MUio <uU>^L U^ll eiA J U>S j ^ tL-i^ I JS ^4 

? a j-^ v * 4JUU4 j4 ia^u wy^S <LLia^ ^1 J ^" i&^u J4 :wJU/f Ji^uJi 
<UU eiftj iS>^l u^Ua ^Jf ^tf ^LJ ^ I <U»faUI -lJUyill ^ ^ l^' J o' L ^ 

oJa^Iil ^ISpi JSJ 44*4 <i^d f gji m^i Uft j^j ^1 ^aj ^ju ^11 ^^£1 ia^w 6^UmJI dift ^"U ^) lil (Ul^wi 
&p wu&oj g4 <Uftifc OdUyi d^ ^>yLi^3 ftjUudU ^ftU jo^w ^4 wdhJI j^J Jj <U»JLfc ^IjUu ^1 /fljh<)'ill f^JLbJ <j ^"f ^ft§ 

. i'jA'dil lift ^4 jf;'" 1 "!' w^UaJf^ ^yi 4^)3 OjUmJI difty ^I&u JS J^J <QjyU' 
lH*rt ifl%A^I$ <Lyyljjjr JjrfSj J14j jSf JUJU d>4' ^! ^ MUMd ^ gU>f>JI 0^ J^yflf y f U 

. 41/1 <UU>J ^4^3 ^LU ^ yJ;Uby ^5 <Lu 





Full-duplex, lOOM/s 

eUiSifl t>» (tuuidt Ij^b J) jiaiJi tjd half Ja jJaJl UIxj Full Jj61\ I OA 

1 00 M j^j Data speed Jt 5! jaji a^j^^ jsm j» 2^^u su^u 
Last clearing of s 'how interface "counters never 

& (jcauj clear counter jy± ^ W®$ ^ J 

Jt dJljl («J S j-4 j->l JI jyuJ D JkJb tjj JLjj>> JSuoj JUJbteJ * jU",,," 



jlm ji4 JUiiii tj^j ^likii Counter 
Last clearing of show interface counters 00:20:42 

Input queue 0/75/0/0 

jjj d^slisJl iCJloJl iUlisJi j& ^U_l2Ij_4 wCU jsJSj fsu&ij) tJLpv cLal^Jl jj-a^l <j-« Lajl 
jj^jJl JU: lobelia* CiUUj fillmj Cij^Jl J! jy^J u^'i Dl Op 

77/75/200/0 £>ui to& JI4 4iSui,^ jj^j Ji jv£j ioa^ i*j ^>**di ^ 
PackeO ji ^75 ^ Input queue ^77 jj^jJs*>}Uj 

200 Packet J! 



. have been dropped 

Output queue 0/40 

. caSuu drop jsj jjuji uuxi ^^iu 

5 minute input rate 0 bits/sec, 0 packets/sec 
5 minute output rate 0 bits/sec, 0 packets/sec 

load- jm^ i^j pdUsii c^jit ^jUim^ jjacbS >^T ^ 

i(ijir (ju^ jCw iOa^ interval 
Q30 minute input rate 624000 bits/sec, 254 packets/sec 
30 minute output rate 571 000 bits/sec, 23 1 packets/sec 
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored 

CydiC oft CRC y-uwj o Mj_4 S >wLwj biJuu Sj^^II CjLuU^>^> JM> J-a 

ji 2au jjiku ^u-uaj ^jbsj s^k: Redundancy Checksum 
i t n»ii dijbej frame ^ i^l uUuM\ o^j^' u^ 1 Duplex 
^jbti overrun, ignored ji uuj CRC J» ^ jjtkLu y cuSUi 

0 output errors, 0 collisions, 1 interface reset 

jrulu U^ji 

3 jjjS Cib^2u 4^u*u jl DupleXJl l^SU* Ullfi j UjU ^1 j JjISJI ^ 

jo£ |«j i^ui cii jii jt ji^j suuiMi 2Libeii j t^iui ^ jiaii ^« repeater SjUMi 
.j^iikkji ^ jl queue j» j cuSu juxiaJ reset i&a 

0 Late collision 

ujo& s^tc ^jbu^j collision ji >>b ai jXi jjlc Ji jr^u A^aJi i 
. ji j^a^Ji ^hi„ij 2 jam signal J»j to^ s asu^i ojSu 



Show Interface 

Sj_9>>^ll CjLj j$_JI JL>1 4JL> qAjJU L7 IuJL>> iJLii ^5x0^ jljJj^l J5uuJ 

^Utj Jjlfl j>lHl (J t&JljJ^dl u-oti ^1 lal2uii JLt jj^M o^iib ^1 
^ ^, U ; v-J^JL>> Ji ^Jp ^ L9-^*i ^Uui-U jjf 4Km t,l JUJbu ^jLc LjJL^Loj 



eOO.0000] 



Router#show interfaces f astEthecnet 0/0 
FascEthernetO/0 is up, line protocol is up 

Hardware is AmdFE, address is qcOO . OeOQ. 0000 (bia ccOp . OeOO . 0000) 

Internet address m 

HTU 1500 bytes / BU 1000O0 Kbit 7 DLY 100 usee, 

L-eliability 255/255, txload 1/255, rxload 1/255 
Encapsulation ARPA, loopback not set 
Keepalive set (10 sec) 
Full-duplex, lOOHb/s, lOOBaseTX/FX 
ARP type: ARPA, ARP Timeout 04:00:00 
Last input never, output 00:00:02, output hang never 
Last clearing of "show interface" counters never 

Input queue: 0/75/0/0 (size/max/drops/f lushes) ; Total output drops: C 
Queueing strategy: fifo 
Output queue: 0/40 (size/max) 
5 minute input rate 0 bit3/sec, 0 packets/sec 
5 minute output rate 0 bits/sec, 0 packets/sec 
0 packets input, 0 bytes 

Received 0 broadcasts, 0 runts, 0 giants, 0 throttles 
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored 
0 watchdog 

0 input packets with dribble condition detected 

22 packets output, 7191 bytes, 0 under runs 

0 output errors, 0 collisions, 1 interface resets 

0 babbles, 0 late collision, 0 deferred 

0 lost carrier, 0 no carrier 

0 output buffer failures, 0 output buffers swapped out 
Router 



FastEthernetO/0 is up 

Ujb ^mJ) JLxjw JSLoj J-4jlj MjibT\ JLollt JI juu UPjt dJL>^ 

,1199% Down ji Uiu( 

J! administratively down tj^Tj ^cji Ja jkai ^ 
No shutdown 

Line protocol is up 

DownJl 5UL> ULu a( ^jU JU: JS ol J! UD >4ifl j^iu o^l IdA A 

OiS-j 0^ ch^ 1 ^ j^ 1 J Ji^ > . u».j Ethernets ~<lu2u a 

jjisj^ aiiai ^ >aJl ^fJL&l A ^UA ojSj 0^ i JiOil 

the line protocol software t> u»<.i sas^ai oW j^j>,< 
processes have determined that the line is unusable 

^yjllll i j^sA oft JjlSUl jijil.i diSLim dJU^ Jj_4 J^jvj JL> ^ i f l>irtMj. 

Reliability 255/255 

j ^di oV255/255 ^ jji Jju^ ajmi 2uM^ji 2uisji 

Jpt2J ^ ftjw JS JJbtll tJA b-Mia^j JLu>- JSouJ Jl4-*j 4-jb_$ iCUL> Jua^i 

255/235. ftojn o& 
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Ciis^Jb <ujj£. abt4 j 3 i NetworkSet 



o 



WorkGroup 



Switch Device 



jot 14 £WJi jup ciUoiJU j&j Proxy Services j/tfi 
^isji ^ ^bfciy^Ji Vnn-w j^i ^ Web Cashed J\ joaiu sutsui j| ^u^b 
Jlc j^aiu t«i ^wji ujp u^i ^jSj3jj*ii jyaptij j*j Protocol ^bJi 

1143 ^,111 CjVjSjj^jJI l&lc J*su J&>* (jUl CiUj^Jl JbJUfcd J^l t>« P or t 

) 3 HTTP ^ MdUtJt Cjj^j J^l tgj-a LuajJb U jj,Sl j IS o'i lAJUi t Vi 1 

It 

https ( Secure 

fjjoi J^wtJb LgJ £l*«Ji Jjjj <j3 O^jS^jjjJt JUJLtcj^ 2u*uUlt CiUl4£^l (Ja£. Jbu 

.Account juui jUiaj jiiiij j^i>a jjj^ .WA.^ib 



Account Manager 



Options 



CSS 



Filter/Time 



Permit Category: 


|Peimit Only | 






Web Filter 










Auth Type: 


IP Address v 




Time Schedule 



U sei N ame 1 P Address 


MAC Address 


Con... 


Ban... Enable 






























































































































































.<_. m | : 





New 



Edit 



Delete 



Select All 



Auto Scan 



Export 



Import 



User Count: Q 



|~~| NT User Auth Domain: 



Flow Stats 



OK 



Close 



jivi t>»Permit Only jj Permit Category juuu ^ ^ jji 



User/Group Name 
I I Password 
0 Enable 0 IP Address/IP Range 

0 MAC Address 
O As Group O B elongs to G roup 



networkset 



1 92. 1G8. 100.1 



|Q0-13-88-cb-26TT 



0 
0 



Maximum Connections 
Download Bandwidlh(KB/s) 
Upload Bandwidth(KB/s3 



■1 




50 


A. 
V 






32 


A. 
V 



0WWW 0Mail 0 Telnet 0 Remote Dial-up 
0 FTP 0 SOCKS 0 Others 



0 Web Filter 
0 Time Schedule 
0 Auto disable at 



(D 



7/14/2010 


A 
V 


1:45:34 AM 


-A. 



^uai Connections 

(Jxft^Ul JUJju laoLa^ 

^^2u 



L^ij^ 1 £3>* jujbG^g i^j ^r J| jujbs^ i jrp-T^ Web Filter 



<3 



2CojjJa3 ^iuSLi (ftSjeiii j^i ISA Server Jt j_i rn/ri y\ asLyaii jjju ^ 
1^ (^s^sjI ^uS^ WorkGroup jch^' taK/AH j^. j^^l (^ul 



tl^c'b ^buaJi 5 ^Ojjiiiii cii JU: j jlJ( jM^j^^ij Managed Switch 



,;o 



AjUiisui ^b jj ^5 CCPROXY 

^i^ii s >i% go^aift ^jj^ Web cashed j ttb&VUj ^jui jm^ 
http:/ / www.youngzsoft.net/ccproxy/ 



E CCProxy 2010(Demo version only supports 3 users) 




CopyfighHC) 2000-201 0 Youngzsof t 



U 



0/0 



01:17:51 



Configuration 



Proxy services 



0 



Protocol 



Port 



0Mail 
0DNS 

0Web Cached 
Q Remote Dial-up 
0Auto Startup 
□ Auto Hide 
0 Port Map 



fins 



808 



808 



0HTTP/RTSP 
0 Secure 
0FTP(Web] 
0 Gopher 
0SOCKS/MMS 

0 Telnet 
!(D" 0 News 



1080 



2121 



23 



119 



Local IP Address: 0 Auto Detect 

□ NT Service [ Advanced | | OK | | Cancel | 



ul^ljj (jW^tJ SH*^ 1 

5aiu j! j^oJtOptions 
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Ciis^Jb 4^>i^ 2ujj^ abt4 j 3 i NetworkSet 



o 



* Modem, Cable Modem, ISDN, ADSL, Satellite, DDN and so on are supported( 
more). 

* HTTP, FTP, Gopher, SOCKS4/5, Telnet, Secure (HTTPS), News (NNTP), RTSP 
and MMS proxy are supported. 

* Port Mapping is supported. 

* Web cache can enhance browsing speed. The size and refresh time of the 
cache can be easily changed. 

* Bandwidth control flexibly manages the traffic usage of clients. 

* Time schedule can easily control the clients' on-line time(access time 
control). 

* Web filter can ban the specified web sites or content, It can also name specific 
web sites for browsing. 

* URL filtering prevents users from downloading files with designated 
extensions via IE. 

* There are seven types of account authentication: IP address, IP range, MAC 
address, User Name/ Password, IP + User Name /Password, MAC + User 
Name/Password and IP + MAC. 

* Parent proxy function enables CCProxy to access the Internet via another 
proxy. 

* Dial-On-Demand, remote dial up and auto disconnect are supported. 

* Access Logging can keep a full record of the Internet access log. 

* It enables IE and Netscape to access the Internet through HTTP /Secure/ FTP 
(Web) /Gopher. 

* SOCKS5 proxy support allows use of ICQ, MSN Messenger, Yahoo Messenger, 
CuteFTP, CuteFTP Pro and WS-FTP. 

* Mail proxy supports Outlook, Eudora etc. 

* Supports NetTerm accessing the Internet via Telnet proxy. 

* Supports Outlook connecting to the News server via News proxy. 

* Support SOCKS5 and web authentication. 

* Support for Real Player RTSP proxy and Media Player MMS proxy. 

* Built-in DNS can resolve domain names. 

* Win98/WinMe/WinNT/Win2000/WinXP/Win2003/Vista compatible. 

* Bandwidth usage statistics. 



Jl Jl<w *SLmi\ d j£ t-^t 2uU% wn.nUt Cibldd J| J^jdlj Jj*al1 jUto. 

csoji Oj jujlsj j <uic L yuS jjvii gL4U j-i i^uijIj u.<b ^ jlji^ gateway 



Connection Settings 



Configure Proxies to Access the Internet 
O No proxy. 

Auto-detect proxy settings for this network 
O Use system proxy settings 
Q) Manual proxy configuration: 

HTTP Proxy: 



SSL Proxy: 
FTP Proxy: 
Gopher Proxy: 
SOCKS Host: 

No Proxy for: 



192.168.100.1 


Port: 


808 Z 


0 Use this proxy server for all protocols 


192.168.100.1 


Port: 


808 Z 


192.168.100.1 


Port: 


808 Z 








192.168.100.1 


Port: 


808 Z 


192.168.100.1 


Port: 


808 Z 



SOCKS v4 • SOCKS v5 



Example: .m02illa.org, .net.nz, 192.168.1.0/24 
O Automatic proxy configuration URL: 



Reload 



OK 




Cancel 




Help 



o 



Microsoft TCP/IP Version 6 Protocol 



Select Network Protocol 



< 1 c "i 

0® 



IPv6 ^ ^jSs jjJllii *Uac| 2uiu£ 



o 



Click the Network Protocol that you want to install, then click OK. If you have 
an installation disk for this component, click Have Disk. 



Network Protocol: 



3jJ Microsoft TCP/IP version G 
Ejr Network Monitor Driver 

jjr" NWLink IFWSPX/NetBIOS Compatible Transport Protocol 



hjt This driver is digitally signed. 

Tell me why driver signing is important 



Have Disk. 



c 



OK 



Cancel 



Jl 45*>Ul J-4 dUlj ji^tell £-«|fl JjS^jJ < "tMJ~\ ^ j»^UU S^lsa*. j^i 

Install jLt ujujj Properties jl ^ui^ j ^oji j ai.uf.n o j^s j^i 



Local Area Connection 6 Properties 



?J(X 



L" Ml* Cj j£JI «u^y ^jjS J*su >^nj ^ > u-oej aSLuiJt CijjS JL>5f6 ^ cllacV 

CMD j-AtjIfi Jj^im"; ^3^> iajlsu^ "ocal Area Connection 
juji j-^'^i ui3iSu iajusu^ ipv6 iajlju^ interfaces jlju5 netsh >»lf( 2l»l*Su 
add address ( NIC Name) ipv6 



~ Command Prompt - netsh 



ici-osoft Uindous XP CUersion S.1-2600J 
<C> Copyright 198S-2001 Microsoft Corp. 

C:\Docunents and Set t inysXfldnin is ti*ator>netsh 
netsh) interface 
netsh interf ace>ipv6 

netsh interface ipw6>add address "Local Area Connec t ion"10 : i : 1 : i ; : 1 
Ok. 

netsh interface ipw6>«. 



General Advanced 



Connect using: 



Microsoft Loopback Adapter U2 



Configure. 



This connection uses the following items: 



Client for Microsoft Networks 



0 j§VMware Bridge Protocol 
^ i§ File and Printer Sharing for Microsoft Networks 
lr Internet Protocol (TCP/IP) 



C 



Install. 



Uninstall 



Properties 



Description 

Allows your computer to access resources on a Microsoft 
network. _ ^ 

www.NetworkSet.net 

l~l Show icon in notification area when connected 
0 Notify me when this connection has limited or no connectivity 



Close 



Cancel 



ciis^ju ;u>u. <uij£. abta j 3 i NetworkSet 




Router# show- 


id route profile 






IP routing table change 


statistics: 






Frequency 


of 


change 


s in 


a 5 


second sampling interval 


Change/ 


Fwc 


-path 


P r e f i :■: 


Nexthop 


Pathcount 


Prefix 


interval 


change 


add 




change 


change 


refresh 


0 


41 




41 




41 


41 


41 


1 


0 




0 




0 


0 


0 


2 


0 




0 




0 


0 


0 


3 


n 




0 




0 


0 


0 


4 


0 




0 




0 


0 


0 


5 


0 




0 




0 


0 


0 


10 


LI 




0 




0 


0 


0 


15 


0 




0 




0 


0 


0 


20 


0 




0 




111 


111 


0 


25 


0 




0 




p 


0 


0 


30 


0 




0 




0 


0 


0 


55 


0 




0 




0 


0 


0 


80 


0 




0 




0 


0 


0 


105 


0 




D 




0 


0 


CI 


130 


0 




0 




0 


0 


0 


155 


□ 




0 




0 


□ 


0 


280 


0 




0 




0 


0 


0 


405 


0 




0 




0 


0 


D 


530 


0 




0 




0 


0 


0 


655 


□ 




0 




0 


0 


0 


780 


0 




0 




0 


0 


0 


1405 


0 




0 




0 


111 


□ 


2030 


0 




0 




0 


0 


0 


2655 


□ 




0 




□ 


0 


0 


3280 


0 




0 




0 


0 


0 


3905 


0 




0 




0 


0 


0 


7030 


0 




0 




0 


0 


0 


10155 


□ 




0 




0 


0 


0 


13280 


0 




0 




0 


CI 


0 


Overflow 


0 




0 




□ 


0 


0 



♦* ++ 



Router! show 


ip route profile 






IP routing table change 


statistics: 






Frequency 


of 


chang 


53 in 


a 5 


second s 


ampling interval 


Change/ 


Fwd 


-path 


Prefix 


Mexthop 


Pathcount 


Prefix 


interval 


cha 


nge 


add 




change 


change 


refresh 


0 


39 




39 




41 


41 


41 


1 


2 




2 




0 


0 


0 


2 


U 




0 




0 


0 


0 


3 


D 




Q 




0 


0 


0 


4 


0 




□ 




III 


0 


0 


5 


0 




0 




0 


0 


0 


10 


0 




a 




0 


0 


0 


15 


0 




0 




0 


0 


0 


20 


0 




0 




0 


0 


0 


25 


0 




0 




0 


0 


0 


30 


0 




0 




0 


0 


0 


55 


0 




0 




0 


0 


0 


80 


0 




a 




0 


0 


0 


105 


o 




0 




0 


0 


0 


130 


0 




0 




0 


0 


0 


155 


0 




0 




0 


0 


0 


280 


0 




0 




0 


0 


0 


405 


a 




a 




0 


0 


0 


530 


0 




0 




0 


0 


0 


655 


0 




0 




0 


0 


0 


780 


0 




0 




0 


0 


0 


1405 


0 




0 




0 


0 


0 


2030 


0 




0 




0 


III 


0 


2655 


G 




0 




0 


0 


0 


3280 


0 




Q 




0 


0 


0 


3 905 


0 




0 




0 


0 


0 


7030 


0 




0 




0 


0 


0 


10155 


0 




G 




0 


0 


0 


13280 


0 




0 




0 


0 


0 


Overf low 


0 




0 




0 


III 


0 



2yldj Lu*41*5=205 

RoutingJi j^jlv ji 

US jiiLd JiUj ^jJl^ i QinW 

Routing tableji Ju Juji 

I jlaj (SjJ ttt^ij 3-sli3J JjMj JM> 
J ucu^ ( hint! j ^Joj l^jtcajw («a3it 

^ ^ J! j^u 
dJLuai £>f jL5tj J mi ijufc 

^yic HJjLj oUul UJuj JL>-lj 
j^JlUI du* \ I jO^a 
(jA^ (jjl 1 0 c5^Lou^2*5 ^5 

jj» jjSI fiflrt i LLu Js^m I&jLlcj 



O 



Route r# show 


±p route profile 






TP routing table ch 


a nge 


statistics : 






Frequency 


of 


changes in 


a 5 


second sampling interval 


Change/ 


Fwrc 


-path 


Prefix 


Hexthop 


Pathcount 


Prefix 


inte rval 


•cha 


nge 


add 




change 


chang e 


refresh 


0 


39 




39 




41 


41 


41 


1 


2 




Z 




0 


0 


0 


2 


0 




0 




0 


0 


0 


3 


0 




0 




0 


0 


0 


4 


0 




0 




0 


0 


0 


5 


0 




□ 




0 


0 


0 


10 


0 




0 




0 


0 


0 


15 


0 




Q 




0 


a 


0 


20 


0 




0 




0 


ci 


0 


25 
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0 




□ 


0 


0 


30 


0 




1 




0 


l 


0 


55 
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0 




0 


0 


0 


80 
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0 




0 


0 


0 


105 
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0 




0 


0 


0 


130 


0 




CI 




0 


CI 


0 


155 


0 




0 




0 


0 


0 


2 yd 
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0 




0 


n 


0 


405 
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0 




0 


0 


0 


530 
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CI 




0 


o 


0 


655 
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0 




0 


0 


0 
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0 


0 


0 
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□ 




0 


0 


0 


2030 
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0 


0 


0 
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0 




0 


0 


0 
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0 
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0 


0 


7030 
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0 


0 


0 
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0 




0 




0 


0 


0 


13280 


0 




0 




0 


0 


0 


Overflow 


0 




0 




0 


0 


0 



54 J»30 dJUtA 

j (<w J^!-*-* 

(JSludl dJL& j^ilil 45LalJl 

Routing loop 



citj^i c^jju TroubleshootingJi 

ip route profile ^11.0 jIjl^^i j j^iy^t j 2uiiai 
RoutingJi ^ cube: (jiii jji j^ui js Jj*^i M' ^ 
j^jbtit jk. Cijbej ^ jjU12lUi a^nftti jjjU ts-ijj juib_9 table 

configurat- ji jm^ ^ Bj^ai J^ll ^ i^i i^ir 

: jiui j^Sfi djUS_9 ion mode 

S Cisco's IOS 



Router(config)# ip route profile 



Sjjdl dJL^j £U£>bsJl JjUjU^>^I ^ jjl! JUJl 4-jUS1j p^Bj L^JLxj^ Q 



Route r# show ip route profile 






IP routing table change 


statistics : 






Frequency 


of chang 


es in 


a 5 second s 


ampling interval 


Change/ 


Fwd-path 


Prefix Nexthop 


Pathcount 


Prefix 


interval 


change 


add 


change 


change 


refresh 


□ 


0 


0 


0 


0 


0 


1 


0 


0 


0 


0 


0 


2 


0 


0 


0 


0 


0 


3 


0 


0 


0 


0 


0 


4 


0 


0 


0 


0 


0 


5 


0 


0 


0 


0 


0 


10 


0 


0 


0 


0 


0 


15 


0 


0 


0 


0 


0 


20 


0 


0 


0 


0 


0 


25 


0 


0 


0 


0 


0 
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0 


0 


0 


0 


0 


55 


0 
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0 
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0 


0 


0 


0 
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0 


Ci 


0 
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0 


Q 


0 
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0 
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0 


0 


0 


0 


0 
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0 


0 


0 


0 


0 
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0 


0 


LI 


0 


0 


530 


0 


0 


0 


0 


0 
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0 
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0 
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0 


0 


0 


1405 


0 


0 


0 


0 


0 
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0 


0 
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0 
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0 
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0 


0 


0 
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0 
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0 


0 


0 
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0 
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0 


0 


0 
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0 
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0 


0 


0 


0 


0 
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0 


0 


0 


0 


0 


Over f 1 ow 


0 
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0 


0 


0 



ji o**iu p^Qj ip route profile i^>^ ^ ^ Ji ! 
^yjj^ jsju Jlc j^oiuJi Jj^km; (\$2u9 ur*^ o"-*^ js routing table 

cr^i J£ ' *' J^LuJ' J lid I J§ 3bteii>jyi US d\ hj \ ml 

cud^ ^ ^Ij^jlji :Change/ interval 
j%Ju (<u d\ jX\ J! djLA j^iu :Forward-Path Change 

Forward-Path ji 

Routing table J jujl>. ^ 2^Ubi «j ju j j^zu : Prefix- Add 

next-hop ji j^iu jj :Next-Hop Change 
ciijUaii jjlc j^ju (jUi cii >4 ^jit j» jviu : Pathcount change 

Routing table ji ^ 
Prefix ji o-a o^uai j^l 1jlu» :Prefix refresh 

JSIxaJ 4 lirtl^ll dJIA |44d 0-4 l4.Ll.bsJ J^btj^ ^HjJ^I (J^JU j^l ^jjm) 
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(VOIP) >UI m jnu .tfutf Cy ul£° 

{ j t lujJul$1\ fi-L&\Jsl ^-uj2u La jjiij (jU/IjJ ^ jxmJ V ^psJt^ sJbti *(^£ui ^j-C J-a-4 Jja^iuj ^ISHj jjJ Lj^jju L^S 5 Uula ^uj^ 

jji-J^flil ^ 4_dUwt!l fqfllmljJ I^JjLu UjLlC Jail! tJL2i ^ JtcLaJ L ^J* 

( site deployment single) i^aa 



•\s 3^ (*4^Sj o^Loju 314^ j^Si ^ cluster 2uiS 

j^jj^ o- 4 j^S! t^uu LiAj 

1- run-time data ( intra-cluster communication signal) 

phone registration t^uiui 

>Si CUCM 

2- database data ( ids database replication 

t*jj£$ dial plane ji^ pjnjn js^ ^l^i diu^ cAjjnjmi 
j^u $\ ajbtH aw.it cluster js\ j*^ />5Uj : ^^ju 
olS Inter cluster trunk JjjJ^ ^ ^> MAN 

cU ^jy.tt jJLaJl LuJJ 

1100 H323 

UJa juaJi jiixi Sj-u m^i as 3 h323 j^s>s 

D ^yJ JUj_i 45LuuJl dULj ^ 4_>ULj oj->^' CiLaJibll J£ buisa 

us j^zs ^ asLtiJi 0^ IP WAN $i aj» jsLiii ui> 

^"j ni 2Ubtl( ojla Jj G711 ^SLuiJl JS3 J_^l^ CODEC 

3 \ MTP ^jS^jj l5 j±\ ch\(\jjW\ i^Ubeiu/^f DSP j^jj 

au r; DIAL PLAN ojS^ij 



Cisco Unified Communications 
Manager Cluster 



K Cl K Ci 





WAN 



jym 451.Li.uJL: ^j-aLs* s-^JUui JS ^j^SIj ^j^nJt 45Luli JSltuJl I Jb^ ^ 
i-jjb&i ^jdl !jaxiLj ^ 5j_^j-4 I^IS DSP Ji Jijl o LjUfljulalllj jOtjLa J 

^Lllu JaaatjLuij ^ 4J J 3^Lu DSP U Q^peA (^JLij m Lt.>Ia 

++ ++ 

Jj^jj ^» t>» ^ i ( IP VPN o^Su IP Wan jj Ja» jl^j i*i 
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Jit Jtjl *imtb 4j^sL> SjL>lj ^jolubbu dllj^ JSloiJl ^ USj 

lajo^ lIu jJi^fl JjLaJitJ p Jbtuuj^ Cu jJi^b d^L> 3JL>^ JjUISH) 
jjSl o^S^b dtp* jJ^JIS JSJ Qj) hjH 314^30000 JL> ^ju JSLiJ ItdA 

Backup 43^JLLi 4 0^ jo^u j^s 8^ ^^us >ljis 

(Cluster) jjjjisji ^ u 

l^jSJj LlSj-^ 4Ll>l J2uJ ^^taLu-Jj L-il^jt U jUmt tjj* L^j_> ^u-J-^L- 

l(jjlr ojLji] ^3 4ju) j >Sfj 2u^tS 4_jLvI 

NetworkSet 



o- 



IP WAN ±±A**oy IP WAN fijbtLj 5uu jbai jja^i^Uu^ 
^HIGH BANDWIDTH VEDIO 384 f a^^»^^ 

^almJ Qi3 IP WAN JIJj^^ J^^j^Ji^ViaJU^JLcl^Cu 

LOW pa^sO^ dUa^ aSuAll JS 5 

jWjic^US BANDWIDTH VEDIO 

CISCO UNIFIED VEDIO ADVANTAGE cfr 
?j^muj * b^7 2^ j*^ WIDEBAND CODEC 

^jjuaii (ccju jL9uUj^ji>)t jIjud^i SRST 5 AAA ^ CAC ji - 

^jjlloJi ^ju % SRST j-4 ^ji ^1 jj& jjj&w - 

4s cu> ^^ai SRST (.jb^uai SCCP PHONES uu ^ * 
CISCO UNIFIED ji VOICE GATE WAY ROUTER 
^ j^u COMMUNICATIONS MANAGER EXPRESS 

SRSTaiu 

SIP SRST j.jb^ SIP PHONES at* ^* 
MGCP GATEWAY f j^uoi MGCP PHONES *u ^ 

FALLBACK 



Multisite WAN with 



Distributed 



o 



Cisco Unified 
Call Miiruicior 
Cluster 



Gatekeeper 




SIP or SCCP 



JUuVl 2uJUc pWSi JH 0-4 & 

^jua jl^ i i SIP 51 seep o>^30000 ^^^jy 
H.323 3 \ HOOMGCPgateway^^db 
lowjt^ ^^ii^uiiu^juoi^ High codec ^j^ijjLJifUaiJi^ us 

aSLaiJl j>£ J^JUUJl jg^>U l^aau SjUjlJI ^l^il jojj^j Codec 

AAAji 5 CAC 



IP WAN 



^j- u-C L- LoJ J CjISLuuJI ^-aAUu kxxxo-tU j_>-l ^j'",* g ^ua 4-4 ^ *lni3l Jl 



Multisite WAN with & 

Centralized Call Processing 



Cisco Unified Communications 
Manager Cluster 




SIP or SCCP 



PSTN 



IP 

WAN 



SRSTl 
capable 




SRST- 
capable 



s\p or SCCP 



SIP or SCCP 



ojSu J^LiJl 1^ ^ 
^^9-4 dJLl^ JJl%4 



0-4 J-45tJ SjUjlxII ^ai^jLl 

IPWANj-^ 

IP Jl OJbtAni IjU 0^ 

j» o< WAN 

DOWN 

SRST Survivable ^ SRST ji jyij..v», uii ojb^ ^jjiO 
jwu ^jJi 2u^»i^ Remote Site Telephony 
call processing jt j*ju ^^2u jotj.n <gi ^ j^u jjSJt Vju 

Call Admission ^ CAC ji piastiwt ^ 5«aa*m aKhf.n ^ 

Control 

£$*ud\ auism ojut 405^ ^uuw s \ >ujis J53 BANDWIDTH 

. ( jijaiaJO BSTN j^>ai 

* * 

us 3 automated alternate routing j ji^.vi AAA ^ua 

J^Vt j Loll Jb^w jx. JjJUil j Lai I jUliv^ p^wVl 0-4 ^uidt^ 
r%£JU J££ jOtiU JjSllf ^(JbblUil 4JLv ^ US t jtmS JJbtil 0^ 0^ 

j3^ljJt Jj^>4 tjKi'v JlC CjUjhjHH O- 4 O^*- 4 JjLC - 

jj^j ^ jJii^ii A^/tfi tuu^jj 0^ ^ ^ 2dbJi ©OA ^ IP WAN 

(SjJSjl LjJllc^ ^I^rtilt ^yiiu ^J^us^ (*^^ J-x^wi J^uji 0' JV^'jU 0- 4 l) " J^^ 

5JI 4_aiS J ^Jji^Ji jau£. jWl \\ 2Ujj^d SUlSLa 

DSP o^i >wts JS3 05^30000 ^ju js^Jt 

transcoding <>*J ^0^4^ 
1000 gai^u (^^1 jdjai* 
jjUJijiallOO H323 
HIGH BANDWIDTH 0^ ^1 paifciai dbjSH* 

G722 ,0711 

LOW BANDWIDTH p^vmti jai^i 0^ f^^^^' 

G729 H,G28 j2u 

+ * 

BANDWIDTH ^711 j (jU^n ^^ssai ^ubto^i sou 

jl be-t-dlOO QjS-cm tfUJbtil dSLuujl ^ Jbt4 

64 0- 4^ <<uu ^^jS ^ LOW BABDWIDTH CODEC ui 

3^8 JI^LjS 



NetworkSet 





r 



1 IJUpleX J»5 /tn ill j (dS^eUl : jJl &cy iJl 
Ci^jl> Jl JL3 ^1 sUilftl Duplex Jl jU^ij rln*<U ^ (ftSjtUl £^ii>>4 JLau 

show interface j^sfi fjbti^i ij^j j^iii ^jjm^ii ji^w ^lidi cibadg 



>witch#show interfaces fast Ethernet- 0/1 
Fast Ethernet 0/1 is down, line protocol is down (disabled) 

Hardware is Lance , address is 000S.Se2d.3e01 (bia 000S.Se2d.3e01) 
BIJ 100000 Kbit, PLY 1000 usee, 

reliability 2SS/2SS, txload 1/2SS, rxload 1/2SS 
Encapsulation ARPA, loopback not set 
Keepalive set (10 sec) 
Half-duplex, lOOHb/s 

input flow-control is off, output flow-control is off 
ARP type: ARP A , ARP Tiiae out 04:00:00 

Last input 00: 00: 08, output 00:00:05, output hang never 



adA jjjiij Lb jl JL>. j Full ^ Duplex Jl AJL> q\ 3 1 00 ^InUl A£.j^ o' ^ Z'~~'-3 

j»j^jhalfjt Duplex Ji 2UL> j^^lOO jiul^ 12^2^^ ji» ^biacsfi 



Switch (config)# interface gigabitEthernet 1/0 
Switch(config-if)# speed 100 
Switch(config-if )# duplex half 



? 3U JAJLMiW j&Holl AAaSc1\$ j-a JUjt ■ iflj^ i L yjJ>\^el\ fr^^iiJl 

lu ^wi ^yh^ Port Security Ji Suis^ 2\1ia>. 2luoL>. j^j- sj^i ■ jtri 



Switch (config)# interface fastethernet 0/1 
Switch (config-if )# switchport mode access 
Switch (config-if )# switchport port-security 



">-"ti 





c 







j^jij ^ plug and play 

j*5otl!l^ cl J^l ' "'J"*- ,j_4 Jx^'l '"^"'"j^"' f I jJju tjjL>>l j5Lh-j JL2 CiJL>>j (Jl JUa£,^l 

^>Jl I -1j2& ^-4 Laill ^-4 J3 j>> jl ij^jiijJ^ JLMl I J4J l^.-^-^t ■ "»j..>^"l)j rp,.,t... "^-""jj-" Jjla 
J ^> Lg^ jju ^1 wosj jjUi 2ut*itJl tLuii^l JtHt I jut j ^jlal jl kltdLoi IJJ lJL>- 3_)4f>^l 

I43L4 Jj»LaUl dl3j^> JX. jlaJJl jjiuu 3J^>.I J_4 ^JjJI I JUa 

? Default Vlaiui Vlarui 

^ Virtual Lan ji VlanJi 

D JU^ J_>£ J"VL>- |Ja2 ^^"/-"^ Juia^ifl cljSfl Jj^l (J 1 T(j * 4SLuiJJ w ^ 1 *" ^yUl^ CA^^AStA 

S 

^>>. j) cijjti j^Liii ^ laji Broadcast Ji l^ji ^ ciD j^ji 

jjiijj jJj 2lc >*3tii »a* u i^ uva j ^"^j •aj .a Vl^n u oLcj^ta broadcast 

L4L4J ^j^aLalu^l J j-C LJ JLjju (jj^ J- 4 ^' (jiLiJl p^yuJlj JL3LUI JS ^Lc 

Jl Lai dSLulJl L? Lc |jjj^>-jll fjjjtJoeluiAll jS\ tuU^>_j ^jj^j (J-4JJ iJub JLULj (tg^*^ 

Vlanl 5jLc ^ Default VI an 
^ uji jsiiJi j us Show vlan j^-sfi 2uus JM^ ^ 



Switch! show vlan 



VLAN Name 



Status 



Ports 



default active Fa0/1, FaO/2, FaO/3, FaO/4 

FaO/S, FaO/6, FaO/7, FaO/8 
FaO/9, Fa0/10, Fa0/ll, FaO/12 
FaO/13, FaO/14, Fa0/1£, FaO/16 
FaO/17, FaO/lQ, FaO/19, FaO/20 
FaO/21, FaO/22, FaO/23, FaO/24 
Gigl/1, Gigl/2 



dL^i jjJi ^ LjLabu ok data link 
SSH 

JM^ ^ e^i Vlan Ji 

2LJUJI ^l/sfl 



Switch(config)# interface vlanl 
Switch(config-if )#ip address 192.168.10.1 255.255.255.0 



? J^m,1 J-4-3LJ Clljj^Jt (Ja^I i Hj^ t lUIjJI e^yiiJl 

(J^-l J_4 (J SjLc ^3 J^JU jjSJ jiult ^J-ULftJ Jala cLuLi^ jj^l S JLslj j<"-j->> ClluLU^u j» ^2lj 
^iJj^uJt ^ CibtJL^yi j^JU J^c Jl beij IJ^J 2>^i rfi.lt j loop J^v^ (>JLC Jj» oSQJl 

UJIS^jCiIj^jj^ 



Switch(config)# interface FastEthernetO/l 
Switch(config-if )# switchport mode access 
Switch(config-if)# no shutdown 
Switch(config-if )# spanning-tree portfast 
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? Multicast-! I cAi»l >i ikiliil aiiikJI ajm^l (omiu du^ 



4-JHSl lalAjJt ia^^lj J^^xu Sjj^aJl JM> J-4 

kiiut ji cm.is jxU f-yfa t>4 J^ui ^uu^ a Jai^j^ j-^lf i Octet J ^ ^ * 

^Sfl ^ 5 jj^Sl £5tti1 

Ol-00-5eU3bcu24 JjU 
i*2acu23 ^ Jj^ui ajujJ ^uui jjUlji * 

IJLf>- S-^w fj\ Uj ^2lj lJl&^ jiUd Lub jJ^Jj-aUtll^ i jijji\pel\ £ju3\ Q\ ★ 

clo/IS juu ^62 jsj ^pkuLi u* jj^iii SuUc A Over looping ^jl> 
^229.239.80.1 Jd**^ 2uu*j u*^ ^iia u^ui dim 
juui jSuiJU ojSLi J&^u^ Binary (jt^^/sM Jjj~*~ *c.* fj^ ; * * a j *j Uj ^- 
lAJbujl 1100010. 11 101 11 1.01010000.00000001 

2GojUJ1 latittll Jj^l fJU JjS }U3 uhS^LJ ^Sl HEX Ji 2Ud J ^jJI 
01 00 5e j^jUylfi^Iay^j^r^jJI 2uOS Alaiu pi I ulr ^ fit ^ Jjl 
25 CuJl (Jjuj ^yDl ^j-aj l^J fl^iiMJ ijU^I J-« Cu23 j->l JLxlj Js^uj l^bJjuj 

iajl^jO 1101111.0101 0000.0000000 1 ^Sts ojssj 

6f 60 01 2lJUU( SbuZdl l^Jbu Ju^Ii HEXJ1 J* dUA 

23 1 . 1 1 1 . ^Sfl ^5 >.i jiia a&taiOl 00 5e 6f 60 0 1 c^is juu 
11100111. jk. ju^tJ binary j\ ij£\u> ^^80.1 

j 3 \ $ octet jjt «u jbuO 1 1 0 1 1 1 1 .0 1 0 1 0000.0000000 1 
01 00 5e (0)1 101 1 1 L jl^ cu23 j±\ ^ 

0i Su ? Sb^i o iju dL^ijjO 1 0 1 0000.0000000 1 

djla Uj^£ ^01 00-5 e 6f 0 1 ^ SuajUJi a^uji 

LkjjJ r ^ ^ aU?,mi i\\ j\jS2^\^32 JLx: J^^ua^l 38,1 1 1 
1 JLA SLcl jjh j^j jj_4 Sjl>I^ 4SLlu) J£ CuulS L yJL» pUc j^aJto &luu! j»ax. j> j-Jl 

clu/IS juu juxjjji dim ^ jjSjz caU-u^i js >>v JH4 ijla^ ^^b^ii 



o 



32 Multicast IP addresses 
Encoding to the same 
Multicast MAC 



bits not 
encoded 



224 



22f 



22£ 



226 



22c 



227 



227 



22c 



22c 



229 



229 



230 



230 



231 



231 



232 



232 



23: 



222 



23- 



22- 



225 



23' 



22c 



227 



227 



23S 



23S 



2 2S 



239 



00000001 



01 



00000000 



125 



129 



129 



129 



129 



12S 



129 



125 



129 



129 



129 



129 



12S 



129 



129 



129 



X X 



1011110 



SE 



0000001 



01 



00000001 



01 



00000001 



01 



Multicast 

239.255.255.255 ^ (^^224.0.0.0 ^ ^ lH 
l5 >Lo^ jlc Multicast Traffic Jt ua ^ uuS oS» 5 

jjju c^WJh^ o'>^ cv» ^ 0^ Multicast j» ^ ^btJi dL^t >a» 

OUI j^>u Ub5f( JL4 ulL4t^ life p_4$ MultiCaStJl J-C 

o_jSj o 1 ^24 LuaJ o< c^m ol 00 5e ^ ctwis ^1 ^ 

J jjLjdf ijubj jib* u:b25 oJto^^^Ub^ j^iajuwii j^j^ 

! y^u 1 j» cu9 

Su-aiyt ^Luu^i js ^^ju 1110 ^ UjIj Uu D ^y&\ ^ iw^ v«i 
s jiuoJi 7ui>>s ijlaj aiSuiu uj 2lu^u jsl£j caijU cu5 ^ j^ui 



o 



IP Multicast 


P Multicast (binary 


224.0.0.0 


1 1 100000 .00000000 .00000000 .00000000 


225.0.0.0 


1 1 100000 .00000000 .00000000 .00000000 


227.0.0.0 


1 1 1000 1 1 .00000000 .00000000 .00000000 


230.0.0.0 


1 1 100 1 1 0 .00000000 .00000000 .00000000 


237.0.0.0 


11101101 .00000000 .00000000 .00000000 



l^j-a Jj^t ^ ujftJt (J ^-ub^J ^^£,1 JSLiu i It^JbttJl ijU_j^ iLJUJi Sjj^ajl JL>»UJ 

239.1.1.1 siJiLij239.255.255.255 ^ *-2lij224.0.0.0 ^\ 



4S bits 



CD 



I 1 
1 











23 bits 


( 8 bits 


3 bits 


Sbits 




7 tits S bits 8 bits 














■ 


01 


00 


5E 


00 


00 


00 


00000001 


00000000 


1011110 


c 


0000000 


00000000 


00000000 




0 


0 


0 



HEX 
Binary 
Decimal 



Multicast Bit 



01 



00000001 



Multicast IP 
Address Encoding 



CC 



oooooooc 



1011110 



7F 



1111111 



127 



FF 



11111111 



2!! 



FF 



11111111 



255 




00000001 


00000000 


1011110 


o| 0000001 


00000001 


00000001 


01 


00 


5E 


01 


01 


01 





HEX 
Binary 
Decimal 



Multicast 
IP address 



Corresponding 

Multicast 
MAC address 



Ciis^ju a^L> <uij£. ai** j 5 i NetworkSet 




MO HACKING 



<Li^i wy£ |WM hdljiif I ^ ^li ^bo) ]Uu ^2 Jjil «uj£JI ^ yu&i ^ ^ii tL* 9^/13 <£*^JI 




4! jMdi DHCP Starvation j 




C 



j gG-L^j djijuli Port Security Jip^i>>« ^ L4S9 
^jji dJU ~ ^ k^aUeSi djl^ jj; u " MAC flooding Jlj» 

US JjtiaJl Sjjjj JJLsJl JUJb&2j fjjflJ O* £J u "'""i I JL^ Jsaisj JL> ^ J-o\£ 

(j^u uaLiib Cisco catalyst Switch ju: 

how long ^jji dim t^^; (jiJj^i f $2u Ja^ 2u±*))i 
all addresses on that port will be 

jtui jSLUb l-ijSj ^ jptejdi jjutj .unsecured 



Cisco's CAT IOS 




set port security 1/2 enable 
set port security 1/2 port max 1 
set port security 1/2 violation restrict 
set port security 1/2 age 500 



? DHCP Starvation 

jj£ 4JLc JU/jb f^l^ll f^jfiu \$j&3 DHCP Jl >a jrw« & Sf^jU ljU-u^I 

(j^alifcJl jl^5tlJ e^b 0 JUjyJ 1 <IUj DH C P Jl J J JjU* jJI ^ Jbt* 

^-l^lt j>5^J ^ I jSl^j5 JOGJOG* iJ^J^ dJUj Sjil j^jrtuJl JUJLv 

aOA 10000 CtilS ^ j^j^l aUukl JS 

* ** ♦* * * * * ** 



JM>. ^ ^JL jvij ^j>. SJ^I L _ y ic. sj(Jl£,i Ui 



Juniper's JUNOS 



Cisco s IOS 



Switch* conf t 

Switch (config)# interface fastethernet 0/1 
Switch (config-if)# switchport mode access 
Switch(config-if)# switchport port-security 



0 



NetworkSet 



set interface ge-0/0/1 mac-limit 1 
set interface ge-0/0/1 allowed-mac 00:11:22:33:44:55 

pUioSj*^' Uc^b>9^ DHCP Spoofing 



o- 





RADIUS Cliwit 



** " **** *** 

Radius Authentication j ^uijbsi^i ^ 1 645 o J3 ^\ 

** " 

Radius Accounting £ ^ut jbti^i ^ 1 646 ajj*N 

£-4 J^UIj j)S"mj m ^j_4 MS {*)Jbt)l £-4 iI^jla 1 fl^uU ^l>- ^txll JSjlaJt 

Jjwx. Lud) JSLmJI tJJb j 

+* 

?$£u Radius Cleint 

Jl J 3^>^ ' yJtllaui 

Radius Server 

CjAAflJjl mil 43 Mj UujJ 



RADIUS S*rv*f 



-RADIUS: Access-Requesi- 



-RADIUSAcoess-Accep!- 



-RAOIUS Acoess-Rofect- 



-RADIUS Acess-Chalteoga- 



o 



Radius 

** 

djbeii ui Reject jm^ ^ ju^vi ^ of it Access Accept 

PIN Code jl* j-L**ii j-a j^iCiU^u^jijjL^uji^Sjijj^fij^yi 

** ** 

*♦ ** 

C$! r ^» 4ji5Ja 5 j ft"' a j^t. Sjj^sa J§ ^1 PAP Sj^uaH J§ J a/>*jJl JU^D CjULlj 

** ^ p * r ** ** ** 

j jlsd1 dJl& J-luj_j^ dJj ^yic Mj JL*2)t j-4 J^jjlj jb 4SLuii j-j JU 

** 

J-4 £yL 1 JL^^ MD5, Chap Su»l$j±\ ciU^j pUbti u/b p^iua, SjJUvuU Sj^uD 
CibJuflj ^lJL%lu)l Jjut dJbaTSjj^aj 4jIjlJI J_4 JUaj^fl Jac jtS^I jSJ S^joJl 

IPsec j^jbtj us 

** 

~" *» ** 

(j^j-a JjISLuuJI ^jjJU >— lLc.1 JL^I 3Lj uaitt *■ djj^tJ C^^Jh> Ca\Suum 

Oj}Wtj JL2 f^Jbu S j^-<£ ujtS-ui ju^j^ j&^uut SjytuaJl ^jISLluj qLi ^jJJ 

** 

cjt<Tw7,t< dja c^is dU js^ ^jKni.t Infra-Structure subtUt sloji 

- CalfLuoll rij-w MPLS Jl j»)Jbeiu/i Jl4 IajjJ( j Sj^U Jjlj'inl CjIj 

** 

J! Ci j^il^l 990 f>U: CilJu ^bti 4fr (j5fl J JjUidl^ D^alb 



Authentication, 

*£ 

ccirw AAA ^jir jiku clxtw Accounting Authorization 

Access Server 
.Livingston Enterprises, Inc ^s>^ ju jLwl991 

4.4 disJl ^5 J^>a djJx. (J^jqj -l.cv f^ibiJl ditXwVl J 5S ^j^jtJI Ij^b Jx. < 
2uSJ^MJt OKimHj CjIS j^ii] 2ul>a]t uj\SL^JIj jJJ^I Jut J^Jdl OUJUaJ 

.tAjjiV^VPN jl J^^IaUaj 3 \ O 

MS j^i_9j ^ juri 4J1 j! Client/Server 

** 

ji20j^i ^ UDP &a jLaj^ ^ijbsi^t ^ Application Layer 

J» toJtiJl olS U1S Jo>jlJi juS\j JjUUx. ljjIj U1S <UI ^1 ^ NT ji^Lui 





o 




PAS Se«vfBf 




VPN Swvcf 






— ilHHA- 



ch wth pars basftd 
fi...-.:-,-.«:ofl 




RACH 




Access Pa ml 




Cap6vfr Portal 
nnd MAS 




cGU ji^ ADSL i^^^s^^^ji ji i^ixj Ul^ s^'^i <u j^uui ^ 

♦* ' 

L^jii c£ 2ujii. jLaji 2U aAaiii^i DSLAMs Ji i^j ^ 

*+ 

** *+ 

Jj otll ^jlJ jj^IjJI 3j4>»i ^4 i LUaSj iJaSaj^jnJl iJA ^iJLTtlUjb 4_4JL?cjl 

^JL4 |jJL4 l^ja^uaJ jJ t JdS oj^jJ! ! JU2i |»lJb&lulj DSL AM Jl Sj^vi^ 

. JUa3l wxjbt3i ^ J iS^jJl \JA JLc jUIt^l 

** ** 

: SjUJLC CjIj j ^4 J_4btlj J 4S _4J^j0l tJL& 

Radius Authentication ^ ^1812 cjj^ji 

** 

Radius Accounting ^ <uijl^i ^ 1 8 1 3 cij^ji 

j U?,A IANA Jt 4 «l n(^4 JJlC Jl JLf>4J ^ CjLjj4-l)I J 1 ^ 
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Cisco Systems 




RAM 


512 MB (installed) / 1 GB (max) - DDR SDRAM 


Flash memory 


128 MB (installed) / 512 MB (max) 


Type 


Router 


MAX Transfer Rate 


1 Gbps 


Encryption Algorithm 


DES, Triple DES, SSL, 128-bit AES, 192-bit 
AES, 256-bit AES 


Supplied OS 


Cisco IOS Advanced IP services 


Digital Signaling Protocol 


Wired 


DCP 


Ethernet, Fast Ethernet, Gigabit Ethernet 


Protocol Remot 


SNMP 3, SSH-2 


Interfaces 


2 x network - Ethernet lOBase- 
T/lOOBase-TX/lOOOBase-T - RJ-45 j 
2 x USB 1 x management - 
console 1 x network - auxiliary 


Firewall protection, hardware compression, hardware encryption, VPN support, 
MPLS suDDort , content nl terina . URL fil terina , OoS, Dynamic Multipoint VPN 




RAM 


128 MB 


Flash memory 


16 MB 


Ramer Table of MAC Addr 


12K entries 


Authentication method 


Kerberos, Secure Shell (SSH) , RADIUS, TACACS+ 


Interfaces 


management -console RJ-45 J 2 x network stack devicet 


Connection Type 


Half -duplex, full -duplex 


Data Rate 


100 Mbps 


DCP 


Ethernet, Fast Ethernet lOBase-T/lOOBase-TX 


Protocol Remote 


SNMPl, RMON1, RMON2 , SNMP, Telnet , SNMP 3 


Number of Ports 


48 x Ethernet lOBase-T, Ethernet 
100Base-TX 


Flow control, full duplex, routing, IP-routing, DHCP support , auto-negotia- 
tion, ARP support, trunking, load balancing, VLAN support, auto-uplink 
(auto MDI/MDI-X) , IGMP snooping, manageable, IPv6 support 



RAM 


256 MB (installed) / 1 GB (max) 


Flash memory 


64 MB (installed) / 256 MB (max) 


Protocol Remote 


SNMP 3 


Type 


Voice / fax module 


Interfaces 


2 x network - Ethernet lOBase- 
T/lOOBase-TX/lOOOBase-T - RJ-45 j 
2 x USB 1 x management - console 
1 x network - auxiliary 


Encryption 


DES, Triple DES, AES 


Supplied OS 


Cisco IOS SP services 


OS Required 


Microsoft Windows 9 8 Second Edition 


DCP 


Ethernet, Fast Ethernet, Gigabit Ethernet 


Voice Codecs 

G.711, G. 723.1, G.728, G.729, G,729a, G,729ab, G.726 







BE 








■ m m m m m m 

■■■■■ ^_ 7 

—= 

■ . * ~<m ■■■■■■■■■■■■■ 


m m m ■ ■ m mm. — ' ■ „ 

,Mm mmr- - 1 mm W— • *m mm , ^mM ■■*■■ 

= = = w- m = - |" ::::: 

i^HBU ' mrmfXmTAA P ^P t "«» 

—mmm. — . ■ ■■■■■'■■'•■■■■■■B ■■■■■■■■■■III ~' - 


•iiiiiii,^^ 


SmmmTS « (1 < , T^t — — - mw ~^~~im.mm UUMUIUUrUMttU 'lit 

ll..* H *«iL- filpj*V 


— 

* 

> 

mmmmmm 









o 



CISCO 3845-HSEC/K9 




Catalyst 3750 48TS-E 




CISCO 2821-V/K9 
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Maximum security policies 

384 

Maximum users supported 

Unrestricted 
Fixed I/O ports 

8 x 10/100 

CX111 3G Bridge support 

Yes 



JUNOS Software version tested 

JUNOS 10.0 

Firewall performance (max) 

650 Mbps 

IPS performance (NSS 4.2.1) 

60 Mbps 

AES256+SHA-1 / 3DES+SHA-1 VPN perfor- 
mance 

65 Mbps 
Maximum concurrent sessions 
16 K (512 MB DRAM) / 32 K (1 GB DRAM) 
New sessions/second (sustained, TCP, 3-way) 

2,000 



SRX 100 



Intrusion Prevention System 

* Stateful protocol signatures: Yes 

* Attack detection mechanisms: Stateful signa- 
tures, protocol anomaly detection (zero-day cover- 
age), application identification 

* Attack response mechanisms: Drop connec- 
tion, close connection, session packet log, session 
summary, email, custom session 

* Attack notification mechanisms: Structured 
Worm protection: Yes 

Simplified installation through recommended 



Firewall 

* Network attack detection: Yes 

* DoS and DDoS protection: Yes 

* TCP reassembly for fragmentedp 0 |j c j es . , y es 
packet protection: Yes * Trojan prot ection: Yes 

* Brute force attack mitigation: Yes 

* SYN cookie protection: Yes 

* Zone-based IP spoofing: Yes 

* Malformed packet protection: Yes 




[Jt: Juniper 

NET WD HfcS I 

£l alarm STATUS 



ScreenOS version tested 
ScreenOS 6.2 

Firewall Perf (Large Packets) 
160 Mbps 

Firewall Performance (IMIX) 
90 Mbps 

Firewall Packets Per Second 
30,000 PPS 

3DES+SHA-1 VPN Perf 
40 Mbps 

Concurrent VPN Tunnels 
25/40* 

Max Concurrent Sessions 
8,000/16,000* 



New Sessions/Second 
2,800 

Max Security Policies 
200 

Max Security Zones 
8 

Max Virtual Routers 
3/4* 

Max Virtual LANs 
1 0/50* 
Fixed I/O 
5x10/100 



Mini-Physical Interface Module (Mini-PIM) Expansion Slots 2 
Physical Interface Module (PIM) Expansion Slots 0 
Enhanced PIM (EPIM) Expansion Slots 0 
802.11 a/b/g 
Optional 

Convertible to JUNOS 

No Switch SSG-550M 







«SYNC t ' " - „™„ „— J 


ADSL 2/2+ A -Jk I 

\mg ©SYNC 


f£iJuniper ssg2o 

S^KS NETWORKS 1 

mm 

Hunt • nan bm.ii" 

1 

StATUS PIM 2 h'fl 


©'SERIAL ~' WBKI'^ S 9 @ 


L 

AUX 


] □ □ □ □ □" 

CONSOLE °'° W1 m m 9,4 



o 



Maximum Performance and Capacity 



Network Connectivity 



Routing, Virtualization, Encapsulations 



o 



* Junos Software Version Support: Junos 
Software 9.1 



Maximum EPIM Slots: 2 



Router J4350 



* Fixed 1/0:4x 10/100/1000 
■in-r /. r» . 4 x Maximum PIM Slots: 6 

* Firewall Performance (Large Packets): 1.6G A 

* Firewall Performance (IMIX): 600 Mbps 

* Firewall and Routing PPS (64 Byte): 225, 
000 pps 

* 3DES and SHA-1 VPN Performance:600M 
* Concurrent VPN Tunnels: 512 MB / 1 GB 
DRAM 256/512 

* Maximum Concurrent Sessions: 512 MB / J 
GB DRAM 64K/128K 

* New Sessions/Second: 10,000 

* Maximum Security Policies: 5192 (1 GB 
DRAM) 



BGP, OSPF, RIP, Static, ECMP: Yes 
Multicast, PIM SM, SSMJGMP: Yes 
Maximum Number of Security Zones: 50 
Maximum Number of Virtual Routers: Yes 
Maximum Number of VLANs: 512 
PPP, FR, MLPP, MLFR, HDLC: Yes 




• i port , h n 

J STATUS Ll^SrJ STATUS 



i | pori <wm> n 

1 STATUS I^^T ) STATL 




Data Rate 

* EX3200-24P/24T: 88 Gbps 

* EX3200-48P/48T: 136 Gbps 
Throughput 

* EX3200-24P/24T: 

65 Mpps (wire speed) 

* EX3200-48P/48T: 

101 Mpps (wire speed) 
10/1 00/1 000BASE-T Port 
24 / 48 per platform 
100BASE-FX / 1000BASE-X 
(SFP) Port Densities 
4 per switch (via optional four- 
port GbE uplink module) 
10GBASE-X Port Densities 
2 per switch (via optional two- 
port 10GbE uplink module) 



Resiliency 

External redundant power supply; internal 
field-replaceable power supply; field- 
replaceable fan 
Power Options 

* AC: 320W, 600W and 930W autosens- 
ing; 1 00-1 20V / 200-240V 

* DC: 190W; input voltage range 36V- 
72V; dual input feed 

Operating System 
JUNOS 

QoS Queues / Port 

8 

Traffic Monitoring 

sFlow 



MAC Addresses 

24,000 

Jumbo Frames 

9216 Bytes 

IPv4 Unicast / Multicast Routes 

16,000/8,000 
Number of VLANs 

4,096 

Switch EX3200 
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(V> lAjj^iaj ciVjSjjjjiii jls-i Internetwork Packet Exchange juu 3 : Novell IPX 

j Suaisia! u^jUsat jljZs s jjtua lAJbu citSoAii cuts ujl^I 980 pk; Sj-* jjV 4J jj^iUi iju Novel as 

5 j-4 j$i dLu: ^jls £i\Sui£ ^Uaj ^ Xerox Network Systems (XNS)^ Si^L ^ jSLiu NetWare 

s * * 



^(u»ua] j^ja^jlMi Jaji>ui 2ulaji 3! Open System Interconnection^ : OS I Layer 
I4I4 42ula JS3$ Layer jl Zioni&A cA2uk>7 ji Quit ><u ^ uhjUa^li 



j^ajj^^osi Layer ^ygji citLdait ^ jj^i a^uiait ^ aaj^ii ji : Physical Layer 

Repeaters cjL^j jjisji 



sj^^ii sj^ifi ^ jLsui aajaii aaa j-a^j osi Layerji ^ ^ : Data Link Layer 

utjLii jiuij^ ^5 j^i jbu! i^Uaj Mac Address ^b^t jt^u 11^1** aSuAli ^oiu 

^LuiiJi^ Logical Link Control jjlfl cA^>* pt^aJa J! <>j jLv J *ti*>iM ^ f>M£% 

mI-lu^i i^k ^1 jlxj Media Access Control 

^>ji>udb uuji ^>c ^>u4 ^ os 1 Layer ji ^ ^djuii ajaukji ^ : Network Layer 

ju jjjl l&xk; Jaju ^1 A?uH1l ^ 3 Lia^i 3 jJUsall ^joj «ui! J 3*3 jit ^^SUj jUmi ^btij Jl ^Uj^U 2Uj^Ul 



i^^^ jsbj^ cuixji j2u^aj^^4 osi Layerji ^ djui j\ a^dajt : Transport Layer 

TCP & UDP Jl JI4 Jj^^jJi ^3^4 f^lJL^i JMi^ dijj ^3 ^ijl^i J! pAw JSuIlj 



o 



^ <jyj&\ 3 gjLoii sljtjujl^u ^Ltkkii djla |>32u osi Layerji ^ a^iitji aiukji ^ 3 : Session Layer 



jjuu-ji jijici ^ dj^^La osi Layerji ^ ^lji aiukji ^ : Presentation Layer 



i^jl^ij jjUt jjinj^uin j g^i a n ^ ^ osi Layerji ^ s^vi a^ukji ^ : Application Layer 
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. 1^1 jjuii j^i (sjjuojj j±m magazine@networkset. net ajbai ju^ jl. ^tia 



S OSPFJI Process-idJI 



local j>l ^50^0^3 0J03J ^jJI U ^?L>^3 oi^JI ^svsLj ^J^u\) OSPFJI ^ Procsee IDJI ol <J>ai ol v^ JI^JI Ijlq> l ^JU: <uL>\U 
diJLcxj ^3^1 olS JL> ^ss juJu St s^3 i-o-L-auo Process idJI olS^J ^>o o\Lcxa/ ^3_^u bJsH ^^lqj ^ oljj^ ol lsI to the router only 

~ E £ ~ E 

gyl^JIs >>\JI o-t >-aJLL>jo i^jul Lgjuo qJLa£ JS clkc^J b«L I jJ ^SpAII ,>£ ^>s^o cuLxc JS g$Sj ol jujj3 ^jJI ^joaj ^sJU; multiple OSPF 

65535 

Router OSPF 3 ^1 J^JaJI ^^JLc ^3 
JLo^Process idJI o\J EIGRP i-qlL-^q >o\JI Lut>3 



o 



^JjjJI 3£>Lo3 local port and remote port 3^Lo : Jl^u 
^3^0 3^ US clq-JoJI cjoi />Lc JS_*iju3 joj ^3^ Transport Layer o^l j}\ ojiJaJI 1^3^03 OSI LayerJU .J:..^!^ ju^ : 

£ ~ E £ £ 

kJI ^C$j l5^I ^-fiJ>t»3 <-S>>l <-QjUo3 ^jJ| qsLo\ib UDP 3I TCP /jJo^LjuuuoJI J3S3J3JJI £3j JuJoJu />3iij' Ipjl L^c 

JL^u\U d)ju£ 6^3>'3joJI <Ujl3-M.17.il oUj3jJI Jo I />JoJL..>.u Ouls &9I3J0JI Jo I 6.^iV7 ol Juj^HTTP J I ^ . h'i /jJojLjuju C*jS lils cLoJoJ-m.u 

v_svsIj3 .... 5JI http,ftp,dns,dhcp Jio cu^o oLojoJ j3^o_o oj3j1023 J3I65536 3^ obj3JI :>jlc ol ^j^o 3^ I0S38O oj^JI 

E £ E 

OJjJu\JI c LoL\->->-iaiI ^-JUoju QjoUjj lSI 3I oljOj-^jLoJI JjLo ^joI>JI ^j^su} />JoJLajuu ^jjo L^juOsS />Ls«JI /)ljoJi_*jj\U >«JiS2J obj3-JI 

Jl 3^ Remote Port J I Loj^UDP 3 [TCP J I ^ ^bJI jju^JI ^ cuuLS />ou lSjJI Source Port 3^ local Port ol ^ abl-Ji^ o^SLJI IjJ 

Destination Port 

C EE 

,^,0^1,1^^1025 . XJq 

^_s\3HTTPJI v_sv (^oioJI ^jjJoJI 03S 335^ ou-MjJ I3 Destination PortJI 3I oj3j 03jojjJI 3^ 03S-J8O 0J3JI Loj^jj oj3j JIS3J 3I 0^ 

^jJI jJqJJ ^93_juu t^JLhJI J-*cu L0JULC3 cuJI J-^u sSjJI .iLsljjJI P I3J I ^jJLc gj<xjuuuJ380 Oj3-JI ^jJLc ^^jJlo O3SU ^93joJI (JS30j v_5"J I >9j-*-*.uJ I 
JIS3JUI Ob ^jj c93_*ju 6>oJI IjoSj (^SJ oJLuUjI Jusj3 OjoIju V3I looJl §^3 i-J-h.ll Jo Ls HTTP OjoJoJ ^0^19 ^-JLkJ I \x& Ol ^ AjuUaSLJ jJul^JI 

80 O3S-; ^93_*ju Oj3j 03jCxjjJ I LoJUj i_sJI3juulC /^9j Oj3j 



E E E C I 

obljLc\JI es^b>3 DSL (jjo jJ3>)I gjo OJjJLi\JI J^3> /539I c tcu>b Ol Jaj I3 1 84 1 . 35L m. i ->- m. j J-<?-».>.iJ I l _$\3 uSJu£ bl ! <US_*Juuo 

S" £3-b3Jx)l Ijl^j joLftJJ clojAUI 

o^ip route 0.0.0.0 0.0.0.0 192.168.1.1 >o\JI J\io ^ oS^aJJ default route 3^ ^1 oj ^3^ ol dLJLcLo JS : JoJI 
^3>-3joJI -v.o-i.oJb ^0 laJo v^^^ip default-gateway 172.16.1.1 ^sJLJI >o\JI ojLSj ^3 ^^03^ I ^| oojl Uj^3 />33joJI v_swl 035b 

( ^Ijlc\U Jj19 sIIjulC { J^jJj^jujJ\ OlS JL> v_sv9 L^JLosSLi />3£i cUiUJI 03ix>JI) (^^0^3^^! §jO J-^luoJ^ jJ3jJI ^sJLc 

1 By Default ^Jl ^OLc gl^o PAT Jl o^-aj o^^-o oJro\Lo 
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